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Belysningsstrategi for Osterskers kommun

Kommunstyrelsens beslut

1. Godkinna dterrapportering av uppdrag 23 i Kommunfullmiktiges budget
2022, .

2. Overlimna dterrapportetingen till Kommunfullmiktige,

3. Anta styrdokumentet "Belysningsstrategi £5r Osterikers kommun”.

Sammanfattning

Tekniska nimnden fick enligt 2022 4rs budget i uppdrag att ta fram en strategi
f6r kommunens belysning. Den framtagna belysningsstrategin féreslas ersitta
kommunens tidigare belysningsplan framtagen 2010, di denna inte lingre 4t
aktuell. Strategin syftar till att vara vigledande i kommunens atbete med
utomhusbelysning inom fysisk planering till genomf6rande och f6rvaltning.
Strategin f6rtydligar Sversiktsplanens mal och ambitioner avseende belysning
och knyter an till andra gillande styrdokument.

Beslutsunderlag
Kommunstyrelsens f6tvaltnings tjinsteutlitande daterat 2026-03-24.
Protokollsutdrag Kommunstyrelsens tekniska utskott 2026-03-18. § 1:6.

Forslag till beslut
1. Richard Orgird (M) yrkar bifall #ll beslutsforslaget innebirande att
Godkinna dterrappottering av uppdrag 23 i Kommunfullmiktiges budget

2022,
2. Overlimna dterrappotteringen till Kommunfullmiktige,
3. Anta styrdokumentet "Belysningsstrategi fér Osterakers kommun”.

Propositionsordning
Ordféranden frigar om Kommunstyrelsen beslutar enligt Richard Orgards (M)
ytkande och finner att s 4r fallet.
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Osteraker

Tjdnsteutlatande Till: Kommunstyrelsen
Sambhallsbyggnadsforvaltningen
Axel Ezelius

Datum: 2026-03-24
Diarienummer: KS 2026/0104

Nytt styrdokument "Belysningsstrategi for
Osterakers kommun"

Sammanfattning

Tekniska nimnden fick enligt 2022 ars budget i uppdrag att ta fram en strategi
f6r kommunens belysning. Den framtagna belysningsstrategin fOreslds ersitta
kommunens tidigare belysningsplan framtagen 2010, d4 denna inte lingre dr
aktuell. Strategin syftar till att vara vigledande i kommunens arbete med
utomhusbelysning inom fysisk planering till genomférande och forvaltning.
Strategin fortydligar 6versiktsplanens mal och ambitioner avseende belysning
och knyter an till andra gillande styrdokument.

Beslutsforslag
Kommunstyrelsen beslutar

1. Godkinna dterrapportering av uppdrag 23 i Kommunfullmiktiges
budget 2022

2. Overlimna terrapporteringen till Kommunfullmiktige

3. Anta styrdokumentet "Belysningsstrategi for Osterakers kommun”

Arendet

Tekniska nimnden fick enligt 2022 ars budget i uppdrag att ta fram en strategi

for kommunens belysning. Den idag gillande belysningsplanen for Osterikers

kommun som togs fram 2010, beh&ver ersittas med en aktuell och uppdaterad
strategi f6r kommunen belysningsanldggningar.

Kommunfullmiktige har beslutat om fyra Svergripande mél som ersitter de
tidigare sju inriktningsmalen frin och med 4r 2024. De nya malen utgdr bland
annat grund f6r hur kommunens nimnder och bolag ska arbeta med
energirelaterade fragor och hallbar utveckling. Den féreslagna
belysningsstrategin utgdr ett verktyg fOr att arbeta mot kommunens vision och
de nya 6vergripande malen.
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Osteraker

Den féreslagna belysningsstrategin ansluter till styrdokumentet “Riktlinjer for
styrdokument i Osterakers kommun”, antagen 2024-11-25.

Osterdkers 6versiktsplan frin 2018 slir fast att kommunen ska utvecklas
héllbart ur ett ekologiskt, socialt, och ekonomiskt perspektiv. Belysningens

utformning och funktion ir en viktig pusselbit for att na Gversiktsplanens
malbilder.

Den foreslagna belysningsstrategin utgdr ocksa en viktig grund vid arbetet med
att genomfora andra kommunala strategier, program och planer.

Forvaltningens slutsatser

Den foreslagna strategin, “Belysningsstrategi for Osterakers kommun”, anger
oversiktliga vigval och pekar ut riktningar for hur malen ska uppnas. Strategin
beskriver hur kommunen lingsiktigt ska arbeta med belysningsplanering och
ljussittning ur ett hallbarhetsperspektiv.

Belysning inom den fysiska planeringen i Sverige regleras frimst genom plan-
och bygglagen medan fragor rérande belysningens paverkan pa naturmiljon
frimst regleras genom miljébalken. Vid sidan om miljébalken finns dven
artskyddsfoérordningen som innehaller bestimmelser om péverkan pa fridlysta
och 6vriga skyddade arter.

Belysning dr avgorande for att sikerstilla trygghet, sdkerhet och tillgénglighet
under dygnets morka timmar. Brist pa tillricklig belysning minskar
rorelsefriheten, utsitter oss for risker och resulterar ofta i en kinsla av

otrygghet.

Med ljusets hjilp kan utomhusmiljéer férvandlas till levande platser som
berikar upplevelsen och bidrar till social hillbarhet.

Vil genomtinkta val av belysning kan bidra till en héllbar och kvalitativ
belysningsanliggning med laga driftskostnader som dven stimulerar
kvillsekonomin och gér kommunen attraktiv under hela dygnet.

Vig- och gatubelysning utgor rygeraden i kommunens belysningsanligening
och ir avgbrande for att skapa trygga, sikra och tillgingliga miljer under
dygnets morka timmar. Belysningen bidrar ocksa till identitet och igenkinning.

Broar, trappor och tunnlar f6r gang- och cykeltrafik ar viktiga passager som
sammanbinder kommunikationsstrak och omraden. Utan en vil genomtinkt
ljussittning riskerar dessa passager att bli otrygga batriirer.

Vilplanerad och genomtinkt belysning kan gbra torg och platsbildningar till
inbjudande samlingspunkter som underlittar for invinare att métas och
interagera under kvallstid.

Belysning pa lekplatser och andra aktivitetsytor kan anvindas som ett verktyg
for att uppmuntra till lek och aktivitet oavsett arstid eller tid pa dygnet.

Belysning 1 offentliga parker och grénytor frimjar samhillsgemenskap och
rekreation samt férlinger tiden dd dessa ytor kan anvindas.
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Osteraker

Att ljussitta identitetsskapande byggnader, objekt och konstverk kan stirka
kommunens identitet. Ljussatta objekt definierar stadsrummet efter morkrets
inbrott.

Belysning i natur- och friluftsomraden kan frimja minniskors vilbefinnande
och hilsa genom att 6ka tryggheten och méjliggora kvillsaktiviteter. Det dr
ocksa viktigt att bevara den morka natthimlen och undvika ljusféroreningar
som kan stdra djurliv och ekosystem.

Tillfillig sisongs- och evenemangsbelysning i staden kan férindras utifran
sdsong och skapa olika upplevelser under éret.

Belysning av kulturmiljéer och kulturhistoriskt virdefulla byggnader kan
synliggdra och f6rhdja dess betydelse under kvillstid.

Genom att vara konsekvent 1 val av belysningsteknik och material far
kommunen enhetliga belysningsanliggningar som dr litta att underhalla och
som bidrar till karaktir och struktur till kommunens utemiljGer.

Med hjilp av belysningsstyrning kan negativ miljépaverkan, ljusféroreningar,
reduceras.

Ett vil fungerande system for drift och underhall av kommunens belysning
behovs for att sikerstilla belysningens funktion ver tid.

Tidigare beredning
Kommunstyrelsens tekniska utskottssammantride 2026-03-18. § 1:6/2026

Bilagor
1. Protokollsutdrag frain Kommunstyrelsens tekniska utskottssammantride
2026-03-18

2. Belysningsstrategi for Osterakers kommun

Charlotta Sangregorio Eva Anderling

Sambhillsbyggnadsdirektor Avdelningschef Infrastruktur och
anldggning
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Bakgrund

Den kommunala belysningsplaneringen och forvaltning av utomhusbelysning
paverkas av overgripande planeringsforutsattningar som politiska mal,
nationell lagstiftning och regionala planer.

Kommunala styrdokument

Osterakers 6versiktsplan fran 2018 slar fast att
kommunen ska utvecklas hallbart ur ett ekologiskt,
socialt, och ekonomiskt perspektiv. Oversiktsplanen
ska alltid ldsas tillsammans med den senaste
planeringsstrategin. Till 2040 ska kommunen vara en
attraktiv skirgardskommun med en tydlig identitet i
Stockholmsregionen. Héllbara livsmiljoer, med fokus
pa tillginglighet, trygghet och attraktivitet ska utgéra
grunden for den fysiska utvecklingen i kommunen.
Torg, parker och levande gaturum i Osterikers storre
orter ska bidra till 6kad gemenskap och stirka
kommunens identitet. Akersberga ska utvecklas till en
modern stad med smastadskarakeir och erbjuda
motesplatser och aktiviteter for alla, dag- och kvillstid,
aret om. Belysningens utformning och funktion ir en
viktig pusselbit for att nd éversikesplanens malbilder.

Kommunens Miljé- och klimatprogram 2030 antogs
2022. Syftet med programmet ér bland annat att
nimnd och bolagsstyrelse ska f6lja upp och analysera
sina miljomal och rapportera till Kommunstyrelsen.
Uppféljning sker kontinuerligt via verksamhets-
berittelser, delarsbokslut och arsbokslut. Miljomal
rapporteras in och redovisar nya utfall i
Malbarometern.

Kommunens sociala program: Trygghet och hilsa
genom livet — program for social hillbarhet och
follkchilsa 2030, anger rikeningen for Osterakers
kommuns arbete for social héllbarhet och folkhilsa och
stricker sig till 2030. Belysningsstrategin utgor en
viktig pusselbit for att nd flera av mélomradena i
programmet; demokrati och delaktighet, livslangt
lirande, goda livsmiljder, arbete och sysselsittning,
goda levnadsvanor och meningsfull fritid.

Kommunens kommande Energiplan ska redogora for
hur Osterakers kommun ska arbeta for att ni de
energirelaterade delmélen i kommunens Miljé- och
klimatprogram 2030. Planen syftar till att bidra dill ett
fortsatt stabilt energisystem i kommunen med god
tillgang till el och héllbara brinslen, utan avbrott och
stérningar. Vidare syftar planen till att bidra till att na
de globala, nationella, regionala samt kommunala
mélen kopplat till energiférsorjning.
Belysningsstrategin kopplar an till malsittningarna i

kommunens energiplan.

Ett arbete med att ta fram en strategi for Akersbergas
grona virden pagir. Strategin baseras pa en
ekosystemkartliggning. Den ska vigleda prioritering,
utveckling och bevarande av gronstrukeuren, med
fokus pé trygghet och biologisk mangfald. Strategin
betonar att grona miljoer ska planeras med trygghet i
dtanke, dven om detta ibland kan skapa malkonflikter
med biologisk mangfald. Grénstrukeurkartan visar
viktiga omraden for biologisk mangfald och var ett
helhetsperspektiv for belysningsplanering ar viktigast.

I kommunens Strategi for Osterakers parker
omnimns vikten av belysning for trygghet och
attraktivitet. Samtidigt kan belysning negativt paverka
djurliv och biologisk mangfald, sirskilt nattaktiva arter
som fladderméss och nattflyttande faglar.
Ljusfororeningar kan leda till svarigheter att hitta f6da,
okad predation och minskad reproduktion.

Osterakers Teknisk handbok ir ett dokument med
regler for byggande, drift och underhall i Osterikers
kommun. Den vinder sig till alla som ska utfora
arbeten pa kommunal mark. Hir finns tekniska krav
och rikdinjer som giller for belysning pé offentliga
platser, vigar, torg och parker inom Osterakers
kommun. Den ir ett komplement till allmint kiinda
branschoverenskommelser och regelverk.

VGU

VGU (Vigar och gators utformning) ir ett regelverk
som Trafikverket anvinder for att sikerstilla att vigar
och gator utformas pa ett sikert och effektivt sitt.
Belysning pa vigar och gator inom Osterakers
kommun bér generellt folja de krav som stills for
belysning i gillande version av VGU. Eventuella
undantag frain VGU ska vara vil 6vervigda.

Agenda 2030

FN:s generalférsamling beslutade 2015 om Agenda 2030 for
hallbar utveckling. Alla 193 medlemslander har férbundit sig
att fram till 2030 jobba f&r att uppna en socialt, miljdméssigt
och ekonomiskt hallbar utveckling. Det dr en handlingsplan for
manniskorna, planetens och vart valstand samt syftar ocksa till
att befdsta varldsfreden under okad frihet.



Traktor med

Syfte och avgransningar

Syfte

Belysningsstrategin for Osterikers kommun syftar till
att vara vigledande i kommunens arbete med
utomhusbelysning fran fysisk planering till
genomforande och férvaltning. Belysningsstrategin
beskriver hur kommunen lingsiktigt ska arbeta med
belysningsplanering och ljussittning ur ett
hallbarhetsperspektiv med fokus pa bland annat
identitetskapande belysning som ger 6kad trygghet,
sikerhet och tillginglighet f6r att bidra till de fyra
overgripande mal som antogs av kommunfullmiktige
2024 i Osterakers kommuns vision 2040.

Belysningsstrategin fortydligar ocksa Gversikesplanens
mél och ambitioner i relation till utomhusbelysning.
Denna Belysningsstrategi ersitter kommunens tidigare
Belysningsplan framtagen 2010.

De framtagna dvergripande strategierna for
utomhusbelysning ska fungera som stod och
vigledning vid omhindertagande av belysta milj6er
och visa pi en tydlig riktning i samband med
nyanliggning. Tillhérande principer ska ge vigledning
i enskilda projekt utifrin vanligt férekommande
typmiljoer i kommunen.

Avgransningar

Belysningsstrategin omfattar all belysning som uppfors
och forvaltas med kommunen som huvudman.
Osterikers kommun vill uppmuntra till att belysning
av allmin plats och kvartersmark utformas utifran en
helhetssyn och det ar dirfor 6nskvirt att strategin
anvindas av och ger stod till dven andra aktérer som
planerar och utfor belysningsatgirder i dessa miljoer i
Osterakers kommun. Strategin innehiller inte en
vigledning f6r utformning av idrottsanlidggningar,
forskolegardar och skolgérdar.

™

»

Lasanvisning

Inledning

I detta avsnitt beskrivs bakgrund, syfte och
avgransningar samt gillande lagstiftning och mal f6r
kommunen.

Overgripande strategier

Innehiller 6vergripande strategier och férhallningsitt
kopplat till omradena trygghet, sikerhet och
tillganglighet, gestaltande ljussittning, ljusféroreningar,
samt ekonomi.

Principer for typmiljoer

I detta avsnitt ges principer for utformning av
belysning kopplat till olika typer av miljéer i
Osterikers kommun som exempelvis parker, torg och
lekplatser.

Principer for genomforande

I detta avsnitt tydliggors hur belysningsrelaterade
frigor hanteras i planprocessens olika skeden och
principer f6r genomférande presenteras gillande
belysningsplanering, belysningsteknik och material,
belysningsstyrning, samt drift och underhall.

Faktarutor

Grona faktarutor innehaller mal och strategier.

Rosa faktarutor innehaller inspiration och allman
information
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Gallande lagstiftning

Belysning inom den fysiska planeringen i Sverige regleras framst genom
plan- och bygglagen medan fragor rorande belysningens paverkan pa
naturmiljon framst regleras genom miljobalken. Vid sidan om miljobalken
finns aven artskyddsforordningen, vilken innehaller bestammelser gallande
paverkan pa fridlysta och 6vriga skyddade arter.

Plan- och byggférordningen PBF (2011:338)
innehaller bestimmelser for tillimpningen av plan-
och bygglagen PBL (2010:900), 6 kap. 3a § anger
sedan 2017 att ljusanordningar ir bygglovspliktiga om
de placeras inom detaljplanelagt omride i virdefull
milj6 enligt PBL 8 kap. 13 §, eller dir de har en
betydande paverkan pd omgivningen. Enligt PBF 6
kap. 4 och 4a §$ fir kommunen i en detaljplan eller i
omradesbestimmelser dven bestimma omfattningen av
kraven pé bygglov f6r ljusanordningar, genom att
antingen utoka eller minska bygglovsplikten.

Enligt lagen om kommunal energiplanering
(1977:439) ska varje svensk kommun ha en aktuell
energiplan som omfattar tillférsel, distribution och
anvindning av energi i kommunen.

Miljobalken MB (1998:808) syftar enligt 1 kap. 1 §
till att frimja en héllbar utveckling som innebir att
nuvarande och kommande generationer tillférsikras en
hilsosam och god miljé. Genom de allmidnna hinsyns-
reglerna i MB 2 kap. 2 § och 3 § anger kunskaps-
kravet och férsiktighetsprincipen att alla som bedriver
eller vill bedriva en verksamhet behover skaffa sig den
kunskap som behovs for att skydda minniskors hilsa
och miljén mot skada eller oldgenhet samt att vidta de
forsiktighetsmatt som behovs for att forebygga, hindra
eller motverka att dtgirden medfor skada eller oli-
genhet f6r minniskors hilsa eller miljon. I relation till
artificiell belysning 4r det siledes viktigt att och utreda
dess potentiella inverkan pa djur och natur. Miljo-
balken giller parallellt med annan lagstiftning.

Belysning kan dven omfattas av provning i MB 7 kap.
om strandskydd § 15 punkt 4 som anger att inom
strandskyddsomrade far inte atgirder vidtas som
visentligt fordndrar livsvillkoren fér djur- eller vixt-
arter.

Artskyddsférordningen (2007:845) ger ett skydd for
alla vilda faglar och fladderméss, samt ett antal djur
och vixter som finns uppriknade i
artskyddsforordningens bilagor. Olika arter har olika
skydd beroende pé vilken paragraf i

artskyddsforordningen som reglerar dem.

Skyddet ir strike utformat. Det finns alltsd ingen
rimlighetsavvigning mellan nédvindigheten av
projektet och behovet av att skydda arten. Férutom att
det dr forbjudet att avsiktlig finga, doda eller stora
arterna sd dr dven deras fortplantnings- och viloplatser
skyddade. Det artificiella ljus som minniskan har
skapat dndrar de naturliga ménstren av ljus och mérker
i ekosystemen vilket paverka flera arter negativt framfor
allt nattaktiva djur som fladderméss, insekter, fiskar,
groddjur och vissa faglar.

Ljusfororeningar och lagstiftning

Manga lander; inklusive Sverige, saknar idag en stark lagstiftning
som reglerar ljusféroreningar. Frankrike ar ett av undantagen.
Dar inférdes en ny férordning ar 2019 som @r en av de mest
progressiva i varlden. Denna lag syftar till att skydda natt-
morkret genom att reglera ljusféroreningar i utomhusmiljGer.
Den ersatte en tidigare lag fran 201 3.

Lagen innehaller tekniska krav for utformning och drift av
utomhusbelysning och géller bade offentliga och privata
miljer. Den specificerar ocksa sarskilda skyddsomraden for
astronomiska observatorier. Malet med lagen &r att minska
ljusféroreningar som stér manniskor, djur och ekosystem, samt
att spara energi och mgjliggdra observation av natthimlen.

Lag: Férordning frdn den 27 december 2018 om férebyggande,
minskning och begrdnsning av ljusféroreningar. https://www.
legifrance.gouv.fr/loda/id/[ORFTEXT000037864346/

Under punkter nedan redovisas exempel pa krav fran lagen.

* Fasadbelysning och skyltfénsterbelysning maste slackas senast
klockan 01:00.

* Fargtemperaturen ska inte vara mer an 3 000 Kelvin. Fér
vissa skyddade naturmiljder stalls hardare krav (2 400 - 2
700 Kelvin beroende pa typ av omrade).

* Gransvarden for ljusinstallationer utomhus far inte éverstiga
35 lux inom tatort. Utanfor tatort skalas den tillatna gransen
ned proportionellt till maximalt 25- 10 lux.

* Den installerade andelen ljus ovanfér horisontallinjen far inte
dverstiga 4 procent.

* Ljus far inte riktas mot vattenytor.



Vision och mal

Kommunfullmiktige har beslutat om fyra évergripande
mél som ersitter de tidigare sju inriktningsmalen fran
och med ar 2024. Dessa utgor en grund for hur
kommunens nimnder och bolag bland annat ska
arbeta med energirelaterade frigor och hallbar
utveckling.

Mal | - Osterakers verksamheter priglas av hog
kvalitet.

Den hir belysningsstrategin bidrar till att uppfylla
mélet om hog kvalitet i verksamheterna genom att
bland annat ge belysningsplanerare, ljusdesigners,
tjanstemin och politiker tydliga rad och riktdlinjer
gillande belysningen i kommunen. En samsyn och
enhetlighet kring belysningsfrigor i kommunen borgar
for en verksamhet som levererar god kvalité. Lis mer
om kvalitet under principer for genomférande i det hir
dokumentet.

Mal 3 - Osteraker r en trygg kommun fér de
som vistas, verkar och bor har.

Belysning idr avgorande for att skapa trygghet i
kommunen under dygnets morka timmar. Belysning
gor att minniskor kan se och orientera sig i morkret,
vilket ofta minskar upplevelsen av ridsla och obehag.
Dessutom kan vilplanerad belysning skapa inbjudande
miljéer som uppmuntrar till samvaro och gemenskap.
Lis mer om strategier for okad trygghet under rubriken
Trygghet sikerhet och tillginglighet i det hir
dokumentet.

Den hir belysningsstrategin kan anvindas som ett
verktyg for att arbeta mot kommunens vision och
overgripande mal. Lis mer om hur den hir strategin
bidrar till att uppfylla mélen under rubriker nedan.

Mal 2 - Osteraker har en robust och effektiv
ekonomi.

Genomtinkta insatser kan sinka kostnader for
kommunens belysning samt ge andra positiva effekter
for ekonomin i kommunen. Genom att sinka
energiforbrukningen minskas driftskostnaderna, vilket
gagnar bade miljén och budgeten. Langsiktigt
underhill av belysning forlinger dven dess livslingd
och undviker kostsamma reparationer. Dessutom kan
genomtinke belysning stimulera kvillsekonomin och
gora staden mer attraktiv under kvillstid. Lds mer om
strategier for ekonomisk hallbarhet under rubriken
robust ekonomi det hir dokumentet.

Mal 4 - Osterakers utveckling sker med fokus pa
en hallbar framtid.

Belysning kan spela en viktig roll i en kommuns
hallbara utveckling. I den hir belysningsstrategin ges
strategier for hur kommunen bor arbeta med belysning
for att bidra till social-, ekonomisk- och ekologisk
hallbarhet. Lis mer om strategier for en héllbar framtid
under kapitlet vergripande strategier i det hir
dokumentet.



Bélysta trad langs Akers kanal vid Ekbacken. Fotograf: Olof Thiel



Trygghet, sakerhet och

tillganglighet

Belysning ar avgorande for att sakerstalla trygghet, sakerhet och
tillganglighet under dygnets morka timmar. Brist pa tillracklig belysning
minskar rorelsefriheten, utsatter oss for risker och resulterar ofta i en

kansla av otrygghet.

Trygghet

Upplevelsen av trygghet i den fysiska miljon paverkar
minniskors vardag. Detta giller inte minst efter
morkrets inbrott. Faktorer som dalig belysning,
platsens utformning och eventuella negativa
erfarenheter sedan tidigare, kan bidra till kinslor av
otrygghet, dven pa platser som egentligen ar sikra.
Ljussittning ar ett avgorande verktyg for att skapa en
trygg och vilkomnande atmosfir.
Trygghetsundersokningar betonar ofta belysningens
centrala roll for att 6ka trygghetskinslan i mérkret.
Genom férindrad ljussittning kan en otrygg plats
upplevas som betydligt tryggare, vilket dven kan gora
den attraktiv och lockande for besokare, och kan
dirmed forstirka trygghetskinslan yteerligare.

Strategier for okad trygghet

* |dentifiera otrygga platser genom kommunens lagesbild,
felanmalningar, trygghetsundersékningar men dven i dialog
med polis, kommunens trygghetssamordnare och
medborgare.

* Analysera platsen ur ett trygghetsperspektiv. Besdk platsen
under kvallstid tillsammans samverkansakt&rer sasom polis,
kommunens trygghetssamordnare. Involvera boende och
andra som besoker platsen.

* Prioritera genom att jobba med ett antal utvalda platser och
strak utifran kommunens lagesbild for att forebygga brott
och otrygghet. Pa sa satt kan fler manniskor lockas dit.
Befolkade och val gestaltade platser upplevs ofta som
tryggare och mer attraktiva.

* Trygghetsskapande atgarder bér féljas upp kontinuerligt
enligt rutin. Samverka i uppféljningen med andra
samverkansparter sasom polis och trygghetssamordnare.

* Prioritera éverblick och orienteringsférmaga. Anvand
ljussattning for att framhava viktiga referenspunkter for att
underldtta orienteringsférmagan. Undvik blandande
belysning for att bevara siktlinjer och férbattra
morkerseendet.

* Ha en hog andel vertikalljus dar manniskor rér sig till fots for
att 6ka ansiktsigenkdnning och éverblickbarhet. Att kunna se
och identifiera manniskors ansikten, och uppfatta om det
finns nagra manniskor i omgivningen ar viktigt for
trygghetsupplevelsen. Okat vertikalljus fér trygghet ska dock
alitid vagas mot risken for ljusférorening av natthimlen.

* Byt ut trasiga armaturer snabbt for att uppratthalla en trygg
och vélkomnande offentlig milj6. Trasiga armaturer skapar
morka och potentiellt osdkra omraden, paverkar upplevelsen
av trygghet och signalerar forsummelse. Snabb atgéard for att
byta ut eller reparera armaturer ar avgérande for att
bibehalla och férbattra tryggheten.



Sakerhet

Belysning i utomhusmiljé 4r viktigt for atc oka
trafiksikerheten och minska risken for olyckor. Men
belysningen maste vara planerad pa ritt sitt for att

verkligen 6ka sikerheten. Trafikverkets publikation
Vigars och gators utformning (VGU) ir byged pa
forskning kring trafiksikerhet, och den aktuella
utgdvan bor foljas.

I en vil upplyst trafikmiljé 4r det enkelt att orientera
sig, ldsa av trafiksituationen och uppticka andra
trafikanter och hinder. Det dr viktigt att komma ihdg
att trygg ljussittning och en siker ljussittning inte
nédvindigtvis gar hand i hand. Bida parametrarna ir
viktiga och bada behover vigas in vid all
belysningsplanering i en kommun. I vissa fall kan det
vara motiverat att limna gingstrak obelysta. Till
exempel kan strik som gir rakt igenom en park vara
obelysta om det ir sikrare att gi runt parken i stillet.
Med medvetet placerad belysning kan minniskor
vigledas att vilja sikrare vigar nattetid.
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Strategier for okad sakerhet

* F6lj VGU. Belysningen for gator och GC-végar bér planeras
med stéd av riktlinjer och rekommendationer fran VGU
(Végar och gators utformning).

* |dentifiera majliga forbattringsatgdarder genom analys av
olycks- och brottsstatistik. Pa vilka platser och vid vilka tider
forekommer olyckor eller brott? Det &r viktigt att analysera
ur ett helhetsperspektiv, eftersom alla problem inte kan
|6sas med belysning. Problemet kan ocksa ligga nagon
annanstans.

* Var extra noga med belysning kring skolor och pa gang- och
cykelstrék som anvands mycket av barn. Uppmarksamma
framf&r allt punkter dar skolvagar korsar vagar med
fordonstrafik.

» Sékerhet pa och kring 6vergangsstallen och andra
konfliktytor kan férbattras med belysning. Hogre ljusniva
eller avvikande fargtemperatur kan exempelvis anvandas.

* Se till att kommunens belysningsanldggningar fungerar bra
och &r i gott skick. Nar belysningen fungerar som den ska,
kan forare, fotgdngare och cyklister se varandra tydligt, vilket
minskar risken for olyckor.

* Tank pa trafiksakerhetsaspekten vid effektbelysning av
exempelvis broar, tunnlar och rondeller. Effektbelysningen
far inte stora eller blanda trafikanter.

Projektion pa klipphall lings Halsans stig i Margretelund. Fotograf: Marianne Lind



Tillganglighet

Belysning har en central roll for att gora kommunen
tillginglig under den mérka delen av dygnet. Utan
belysning skulle vi manniskor f& mycket svirt att
orientera oss och utféra vardagliga aktiviteter. I Sverige,
dir vinterhalviret priglas av korta dagar och langa
nitter, blir betydelsen av belysning dn mer pataglig.
Belysning méjliggdr utomhusaktiviteter dven efter
morkrets inbrott, vilket uppmuntrar invanare till att

vistas mer utomhus samt frimjar hilsa, vilméende och
fysisk aktivitet.

Belysningens utformning ir avgdrande for mojligheten
att orientera sig och forflytta sig tryggt och sikert.
Detta giller inte minst for personer med olika
funktionsnedsittningar. Viktiga kommunikationsstrik
for gang- och cykeltrafik bér prioriteras si att dven
personer med begrinsad syn-, rorelse- eller
orienteringsformdaga kan anvinda dem.

Strategier for okad tillganglighet
* Prioritera viktiga strak, malpunkter och knutpunkter som

pekas ut i kommunens Sversiktsplan for att gdra dessa
tillgdngligatiligangliga ndr det ar morkt ute.

* Prioritera gang- och cykeltunnlar samt broar. Daligt belysta
broar och tunnlar upplevs ofta som otrygga och riskerar att
bli barridrer som undviks och férsamrar tillgdnglighet fér
invdnarna i kommunen.

* Anpassa belysning efter personer med nedsatt
rérelseformaga. Belys markbeldggningar jamnt utan for stora
kontraster. Prioritera taktila ytor och konstgjorda ledytor.

* Anpassa belysning for personer med synskador. Synnedsatta
personer ar speciellt kdnsliga for blandning och behdver
dven hogre belysningsnivaer for att se battre.

* Prioritera belysning pa strak som anvands mycket av barn.
Strak till och fran skolor, véagar till idrottshallar, lekplatser och
andra malpunkter som anvdnds efter skoltid ar viktiga att
belysa for att gdra kommunen tillganglig for barn.

* Tank pa att dldre medborgare behdver hdgre
belysningsstyrkor for att se bra. Med stigande alder
forsdmras synen och mérkerseendet. En person i
80-arsaldern kan behdva fyra ganger sa mycket ljus som en
20-aring for att kunna uppfatta detaljer i omgivningen pa
samma satt.

* Tank pa att hérselskadade eller déva behdver god vertikal-

belysning for att kunna uppfatta teckensprak och lasa pa
lappar.

* Tank pa placering av belysningsstolpar sa att de inte bildar
fysiska hinder.

* Belys parker och rekreationsomraden sa att de kan anvdndas
langre tid pa dygnet. Belysning mojliggdr utomhusaktiviteter
dven efter mérkrets inbrott, vilket uppmuntrar till att vistas
mer utomhus samt framjar hélsa, valmaende och fysisk
aktivitet.




Gestaltande ljussattning

Med ljusets hjalp kan vi forvandla utomhusmiljoer till levande platser som
berikar var upplevelse och bidrar till social hallbarhet i kommunen.

Ett av belysningens huvudsyften i kommunen ir att
forbittra synforhéllandena pa vigar och gator under
dygnets mérka timmar och pa sd sitt oka
trafiksikerheten. Den hir typen av belysning brukar
traditionellt kallas for funktionsbelysning eller
allminbelysning. Denna typ av belysning brukar ofta
folja olika typer av standarder for att exempelvis
sakerstilla att det dr tillrickligt med belysning for att
utfora den aktuella funktionen eller arbetsuppgiften.

Termerna gestaltande belysning och effektbelysning a
andra sidan, brukar anvinds for att beskriva belysning
som skapar stimning och framhiver objekt och platser.
Medans funktionsljus dr nédvindigt for funktionella
syften som sikerhet och synlighet, bidrar den
gestaltande belysningen till upplevelsen av en
utomhusmiljo.

Det ir viktigt att inte bortprioritera den gestaltande
belysningen. D4 riskerar platsen att bli sjillos, otrygg
och oinspirerande. I stillet bor varje plats ses som en
helhet och analyseras utifrin behovet av rumskapande-,
socialt- och identitetsskapande ljus. Under foljande
rubriker beskrivs dessa begrepp nirmre. Under varje
rubrik ges dven strategier for hur man med

belysningens hjilp kan uppfylla behoven.

Rumsskapande ljus

En rumsskapande ljussittning dr central f6r att skapa
atmosfir och upplevelse. Rumslighet som begrepp
refererar till upplevelsen av rymd och hur den
uppfattas av minniskor. Det kan innebira en kinsla av
djup, dimension och relationen mellan objeke i ett
utrymme.

Genom att tillfora ljus i morkret kan vi inte bara se det
som annars skulle vara osynligt, utan ocksd skulptera
rummet och paverka hur vi uppfattar det. Medvetna
val av belysning kan framhiva vissa element och dolja
andra, vilket ger oss mojligheten att styra betraktarens
fokus och 6ka rumsligheten.

Strategier for rumskapande ljus

* Skapa fonder genom att belysa vertikala plan som fasader
och entréer. Detta skapar en upplevelse av rymd och
definiera platsens granser.

* Anvand olika lager av ljus genom att kombinera olika typer
av belysning for att skapa djup och balans, vilket underlattar
navigation och orientering.

* Pa kvallen kan belysningen forandra en plats karaktér och
dess rumslighet, vilket skapar en annan upplevelse dn under
dagen. Detta kan anvandas strategiskt for att med hjalp av
ljus délja eller framhava objekt och ddrmed starka
rumsligheten.

* Analysera vad som bér och inte bér belysas. Vdrna om
morkret for naturens skull, men ocksa for att skapa majlighet
att lata ljuset framtrada dar det behovs.

* Den ndrmsta omgivningen runt gang- och cykelbanor kan
belysas for att skapa en kédnsla av rumslighet. Detta kan [6sas
med rundstralande armaturer eller separata stralkastare
som riktas mot omgivningen.



Socialt ljus

Belysning kan anvindas som ett verktyg for att skapa
och uppritthilla en socialt hallbar kommun efter att
solen har gitt ner. En vilplanerad belysning spelar en
viktig roll genom att forbittra tillgingligheten till
viktiga platser, stirka den upplevda tryggheten och
hoja livskvaliteten for dem som anvinder det offentliga
rummet under de mérka timmarna pé dygnet.

Strategier for socialt ljus

* Ha med trygghets-, sakerhets- och tillganglighetsperspektiv i
all belysningsplanering. Las mer under rubriken trygghet,
sakerhet och tillganglighet i den har strategin.

* Belys och skapa férutsattningar f6r sociala métesplatser
under kvallstid. En belyst lekplats eller ett belyst utegym kan
bli en lokal md&tesplats dven ndr det ar morkt ute.

* Involvera garna invanare i planerings- och designprocessen.
Detta ger kommunen vérdefull kunskap om platsen som
annars kan vara svar att fa. Dessutom starks invanarnas
kansla av delaktighet och dgande av miljderna de ska
anvanda. Invanare kan till exempel involveras genom
trygghetsvandringar och provbelysningar.

* Genomfdr regelbundna utvarderingar och underhall av
befintliga belysningsanlaggningar for att sakerstalla att den
fortsétter att bidra till en trygg och valkomnande atmosfar.

Konstverket Tva systrar av konstnaren May Lindholm. Fotograf: Asa Drakenberg

|dentitetsskapande ljus

Begreppet identitetsskapande ljus avser anvindningen
av ljus for att framhiva och forstirka en plats unika
egenskaper och karakeir. Detta kan till exempel
innebira att belysningen 4r utformad for att spegla
kommunens eller en specifik plats historia och
kulturella virden. En ljussittning som tar hansyn till
platsens unika egenskaper kan skapa en atmosfir som
inte bara forbitcrar upplevelsen utan ocksa stirker
identiteten. Detta kan i sin tur frimja samhorighet
bland invinarna och bestkarna, samt forbittra deras
upplevelse och interaktion med utomhusmiljén. Ljuset
blir ddrmed inte bara funktionell, utan en del av
platsens sjil och identitet.

Strategier for identitetsskapande ljus

* Anvand belysning for att forstarka Gversiktsplanens
inriktning om en stad med modern smastadskaraktar med
en tat stadskdrna och trygga gaturum i en mansklig skala.

* Skapa igenkanning genom att belysa kdnnetecknande
byggnader.

* Belys mindre detaljer eller objekt. Ljussatta detaljer
utmarker platsen, och vacker intresse och nyfikenhet.

* Belys konstverk om det finns. Om konstverk finns ar det
ofta en bra idé att belysa dessa eftersom de ofta ar unika
och skapta eller valda for en specifik plats.

* Forsok formedla en specifik atmosfar som férstarker
platsens unika karaktar. Till exempel kan en parklykta med
ett varmt dampat ljus ge en mysig och inbjudande kansla i en
aldre park, medans ett aktivt ljus med hogre ljusnivaer kan
passa battre for platsbildningar i nyare stadsmiljoer.




Ljusfororeningar

Ljusfororeningar ar ett begrepp som beskriver negativa effekter fran den
belysning som tillfors av manniskan efter morkrets intrade. Det tillforda
ljuset kan stora naturliga rytmer och funktioner hos djur, manniskor och

vaxter.

Ljusfororeningar

Belysning ir avgorande for att skapa en trygg, siker,
tillginglig och tilltalande miljé under de morka
timmarna av dygnet. Trots dess fordelar kan belysning
ocksd ge upphov till stérningar och skadliga effekter pa
bide minniskor, djur och natur. Begreppet
”ljusfororening” anvinds for att beskriva dessa negativa
konsekvenser.

I detta avsnitt beskrivs nagra vanligt forekommande
typer av ljusféroreningar, hur de uppstar samt strategier
f6r hur de kan undvikas eller minimeras.

Vissa former av ljusféroreningar saknar vedertagna
svenska termer, dirfor har 4ven engelska termer
anvinds for att beskriva vissa fenomen. Anvindningen
av engelska termer gor det mojligt att tydlige
kommunicera och beskriva dessa fenomen utan att
tappa precision eller forstaelse.

Sky glow (Himmelsstroljus)

Sky glow ir en engelsk benimning som ibland nimns
som himlaglim eller himmelsstrosljus pa svenska. Sky
glow ir ett fenomen som ofta uppstar over titbebyggda
omriden och kan fran hall ses som en upplyst kupol
over vara stider. Denna ljusfororening dr en kumulativ
effeke fran 6verbelysning, reflekterat ljus frin belysta
ytor och direke ljus mot himlen frin armaturer. Sky
glow kan stéra bade djur, minniskor och vixter, samt
gora det svért att se stjarnorna pd himlen.

I vissa fall kan en liten mingd uppljus pa utvalda
platser vara motiverat for 6kad attraktivitet eller
trygghet. Den totala andelen uppljus frin en
belysningsanliggning ska dock alltid begrinsas.

Sky glow gor att stjarnhimlen 4r svar att betrakta. Det
ir ett globalt fenomen som ven finns i Akersberga och
i andra delar av Osterikers kommun. Ljus kan sprida
sig langt och ljus frin angrinsade titbebyggda
kommuner paverkar ocksa natthimlen 6ver Osterakers
kommun.

Vanligt forekommande ljusfororeningar

» Sky glow: Upplyst natthimlen éver bebodda omrade som ar
synlig fran stora avstand. Sky glow uppstar nar artificiellt ljus
sprids i atmosfaren och reflekteras tillbaka ner pa jorden.

* Blandning: Stark ljus fran ljuskallor eller reflektioner inom
synfaltet som kan leda till obehag och nedsatt synférmaga.

* Ljusintrang: Stérande ljus som faller dar det inte ar avsett
eller behovs.

* Light clutter: Starka och distraherande grupperingar av
oavskdrmade ljuskallor.

Strategier for att minska sky glow

* Begransa sky glow genom att minimera mangden uppljus. En
vag- och gatubelysningsanlaggning bor i de flesta fall inte ha
nagot uppljus. | miljder dar manniskor uppehaller sig kan en
liten mangd uppljus accepteras for att skapa trygga och
tilltalande miljder efter att solen har gatt ner.

* Anvand val avskarmade armaturer. Uppljus och ljus i vinklar
ndra horisontalplanet kan regleras med sa kallade
avskarmningsklasser. Las mer om avskarmningsklasser i
Trafikverkets publikation VGU. Armaturer for vagbelysning i
kommunen bér uppfylla avskarmningsklass G4-G6é6

* Anvand nattsankning och belysningsstyrning. Genom att
anvanda sig av ljusreglering och styrsystem for belysning kan
ljusnivan anpassas efter behov. Belysningen kan regleras ner
under perioder da mindre belysning behévs. Det direkta-
och det reflekterade ljuset minskas da vilket leder till mindre
sky glow.

* Anvand inte hogre belysningsnivaer an vad som kravs.
Overskrid inte riktlinjer fér belysningsklasser enligt VGU.
Overbelysning och héga ljusnivaer leder till Sky Glow.



Blandning

En utemiljé med ldg blindning bidrar till trygghet och
sikerhet samt mojliggor fria vyer 6ver nattlandskapet
utan stérande ljuspunkter i synfiltet. Blindning kan
skapa visuella hinder som begrinsar vyn mot mérkare
omriden eller miljéer lingre bort, vilket kan leda till
otrygghet. Dessa ljusbarriirer kan till exempel uppstd
nir en daligt avskdrmad armatur placeras mellan
betraktaren och synobjektet.

Det ir skillnad pd obehagsblindning (psykologisk) och
synnedsittande blindning (fysiologisk).
Obehagsblindning orsakar obehag, men behover inte
vara synnedsittande. Med synnedsittande blindning
menas ljus som sprids i 6gat och bildar en sléja over
nithinnan. Detta leder till forsimrat detaljseende och
forsimrad synformaga.

Ljus frin oavskirmade ljuskillor ir en av de vanligaste
killorna till blindning. Ljuskillan bor dérfor vara
upphojd i armaturen eller helt dold. Armaturer ska
placeras och riktas pa ett sidant sitt att blindning
undviks.

Ljusberikningar bor alltid utforas for att utvirdera
mingden blindning frin en belysningsanliggning.
Men blindning ir ett komplext omrade och
blindningsberikningar siger inte allt om mingden
blindning. Det 4r dirfor alltid en bra idé att utvirdera
en provarmatur eller besoka en referensanliggning.
Tank pd att det ofta finns olika typer av optiker och
spridningsvinklar for samma armatur som kan blinda
olika mycket. Armaturens ljusflode har ocksa betydelse
for mingden blindning. Ur blindningssynpunkt ir det
viktigt att utvdrdera ritt version av den armatur som
ska anvindas.

Strategier for att minska blandning

* F3lj blandningskrav enligt relevant belysningsklass i
Trafikverkets publikation VGU.

* Minska synnedsdttande blandning fran vag- och
gatuarmaturer genom att anvanda avskarmningsklasser enligt
VGU (G-klasser). Kommunen bor strava efter armaturer
med avskdrmningsklass G4-Gé.

*» Minska obehagsblandning fran armaturer pa gang- och
cykelvagar genom blandtalsindex enligt VGU (D-klasser)
DI1-Dé. Kommunen bér strdva efter armaturer med
blandtalsindex D5-Dé.

* Berdkna GR (glare rating) enligt VGU, fér exempelvis torg
och andra ytor med manga olika blickriktningar. Kommunen
bor strava efter ett blandtal under 55 pa dessa typer av ytor.

* Vdlj vdl avskdrmade armaturer med upphdjd ljuskalla.

Storande ljus (Light trespass)

Storande ljus (dven kint som light trespass) kan vara
ljus i oldmpliga riktningar eller ljus som belyser ytor
och platser som inte bér vara belysta. En gatuarmatur
som lyser in genom ett bostadsfonster eller tridgard dr
ett vanligt forekommande exempel pa stérande ljus
som ofta ger upphov till klagomal i kommunen.

Stérande och patringande ljus i kommunen ska
minimeras. Vid planering av ny belysning bér det alltid
sakerstillas att inget ljus faller utanfor akeuell
projektomradesgrins, pd angrinsade fasader eller ver
fastighetsgrinser. Ljus mot fonster i bostadshus bor
framfor allt minimeras. Det 4r storande och kan leda
till somnstorningar.

Strategier for att minska storande ljus

* Begrédnsa belysning utanfér aktuell projektomradesgrans fér
att minska risken for stérande ljus pa angransande byggnader
och omraden.

* Begransa vertikalljus pa fastigheter. Berakna alltid vertikal
belysningsstyrka mot befintliga eller kommande fasader vid
projektering av ny belysning. Belysningsstyrka pa fastigheter
boér inte dverskrida |0 lux. Se dven gransvarden géllande
maximal vertikal belysningsstyrka pa fastigheter for
tillampbar miljézon enligt standard SS-EN 12464-2.

* Begrdnsa storande ljus fran skyltar och fasader. Se aven
riktlinjer for hogst tilldtna medelluminans for tillimpbar
miljézon enligt standard SS-EN 12464-2.

» Anvand val avskdrmade armaturer utan direkt synliga
ljuskallor eller upplysta ytor.



Light clutter (distraherande
gruppering av ljuspunkter)

Light clutter dr en engelsk term pa en typ av
ljusférorening som anvinds for att beskriva
grupperingar av synliga och oavskidrmade ljuspunkter i
synfiltet som tillsammans bildar en visuell
barridreffekt. Denna typ av ljusférorening uppstar da
en grupp av oavskirmade ljuskillor befinner sig mellan
betraktaren och synobjektet. Light clutter blir ett
visuellt hinder eftersom 6gat adapterar sig efter den
ljusaste punkten i synfiltet och miljén runt om upplevs
da som mork och det blir svért att urskilja detaljer.

Strategier for att minska light clutter

* Undvik armaturer med synliga lysande ytor som drar dgat till

sig.

* Anvand val avskdrmade armaturer med upphdjd ljuskalla dar
ljuskallan inte &r synlig fran avstand.

* Tank pa blickriktningar ndr belysningen planeras. Undvik
grupperingar av ljuskallor i viktiga blickriktningar.

STOR RISK FOR LJUSFORORENINGAR o LITEN RISK FOR LJUSFORORENINGAR
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Fotograf: Creative Commons

Djurliv

Det bista for djur- och natur vore att inte ha nagon
belysning alls under natten. I omriden med rikt djurliv
eller med kinsliga arter bor det alltid utredas om det dr
bittre att limna platsen helt obelyst. Trots detta, kan
ibland tillginglighet, trygghet och sikerhet for
miénniskan viga tyngre. Om en plats eller ett omrade
ska belysas bor en analys av eventuell paverkan pa
djurliv alltid goras.

Belysning kan ge negativ paverkan pé djurs beteenden
och biologiska dygnsrytm. Nattaktiva djur, sisom vissa
diggdjur, groddjur och ménga insekter, 4r beroende av
morker eller mycket svagt ljus for att dverleva och
kunna leta foda.

Flygande djur, sisom fladdermdss, insekter, figlar och
fydrilar, kan bli storda och férvirrade av starke ljus nir
de navigerar eller soker foda.

Ljus kan locka till sig insekter och fi dem att rora sig
mot ljuskillan, ibland i sa hog grad att de inte kan rora
sig bort fran ljuskillan. Detta beskrivs ibland som
dammsugareffekt och kan leda till utmattning och
insektsddd. Insekter som soker sig till ljuset blir ocksé
litta byten for djur som iter insekter och darfér kan
hela ekosystem rubbas.

Ljusfororeningar kan dven paverka
reproduktionsbeteenden hos vissa djur, sasom figlar
och insekter, genom att stéra fodosdkning, sékande
efter partners och forokningsomraden.

Strategier for att minska negativ paverkan pa

djurliv

* Anvand laga ljusnivaer. Héga ljusnivaer paverkar djurlivet i
storre utrackning.

* Anvanda ljusreglering och nattsankning. Belysningen i
omraden med rikt eller kdnsligt djurliv kan regleras ner eller
slackas under natten for att ge djurlivet andrum.

* Anpassa ljustekniska egenskaper sasom optik,
fargtemperatur och spektralférdelning efter djurliv.
Generellt ger en varmare ljusfarg med mindre energi i det
blda spektrat mindre paverkan pa djurliv. En varmvit
fargtemperatur pa 2200K-2700K &r att foredra framfor
kallare temperaturer om 3000K-4000K

» Undvik att rikta ljus mot vattenytor. Djur och organismer
som lever i vatten ar ofta kansliga for artificiellt ljus.

* Undvik att belysa naturskyddsomraden och omraden dar
kénsliga djurarter lever.

* Minimera mangden uppljus for att bland annat minska
paverkan pa flygande djur och insekter. | omraden med
skyddade arter ska uppljus helt undvikas. Aven belysta
vertikala ytor sa som trad eller fasader bér undvikas i
kansliga omraden.

* Trad bor belysas med omsorg och i begransad omfattning
eftersom det kan stora djurlivet och skapa ljusféroreningar.
Aldre och grova trad som ekar, dir manga insekter och
smadjur bor bdr inte belysas alls. Belysning kan ocksa paverka
tradens tillvaxt negativt genom att stéra deras naturliga
rytm. Ett bra alternativ ar att sldcka effektbelysningen helt
under natten fér att ge djurlivet en paus och samtidigt
behalla en vacker tradbelysning under kvallstid.

* Bevara morka spridningskorridorer. Nattlevande arter
behdver spridningskorridorer i skydd av mérker.

* Skapa morka luckor. Belysningsstolpar kan placeras med
langre avstand for att skapa morka luckor som ger utrymme
for nattaktiva djur att passera forbi ljusa barridrer.



Lokala natur- och artvarden

Kartliggningen nedan omfattar Akersberga titort med
omland och ger information om natur- och artvirden
baserat pa heltickande naturvirdesinventeringar
genomforda under aren 2019-2021 (Ekologigruppen,
2022). Kartliggningen kan anvindas vid
belysningsplanering for att identifiera platser dir
sarskild hinsyn till djurliv behéver utredas vid forslag
pa ny belysning och reinvesteringar i befintlig
belysning. Detta giller dven for ny belysning i
anslutning till dessa omraden. Osterikers kommunen
arbetar kontinuerligt med att 6ka kunskapen om
naturvirden i kommunen som helhet och uppdaterar
interna kartor och databaser for geografisk information
efter behov.
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Kartlaggning av natur- och artvirden baserad pa heltickande naturvirdesinventeringar genomférda under aren 2019-2021.




Robust ekonomi

Vil genomtankta val av belysning kan bidra till en hallbar och kvalitativ
belysningsanlaggning med laga driftskostnader som aven stimulerar
kvallsekonomin och gor kommunen attraktiv under hela dygnet.

Att ha en robust och effektiv ekonomi ar ett av
kommunens vergripande mal. Genomtinka val
kopplade till kommunens belysning kan hjilpa till att
uppfylla detta mal.

Ekonomisk hallbarhet inom kommunens drift- och
underhéllsbudget ir starkt kopplad ¢ill hanteringen av
utomhusbelysning. En stor del av budgeten gar till
energikostnader, vilket gor det viktigt att ha en
energieffektiv belysningsanliggning for att sikerstilla
langsiktig ekonomisk héllbarhet. Att investera i en
belysningsanliggning med lag energiférbrukning blir
dirfor en vikeig atgird ur ett ekonomiske perspektiv.
Ligre energiforbrukning leder 4ven till ett minskat
klimatavtryck.

En investering i energieffektiviseringar dr ocksd en
forsakring mot framtida elprishojningar, vilket bidrar
till att stabilisera driftkostnaderna 6ver tid. Att noga
viga investeringskostnaden mot de totala kostnaderna
under anliggningens livslingd blir ddrfér avgorande for
att bedoma dess ekonomiska héllbarhet. Genom att
analysera belysningsanliggningen utifran hela dess
livscykel kan kommunen ta vil underbyggda beslut
som frimjar bide ekonomin och miljon.

Ett vilbelyst stadsrum har potential att 6ka stadens
attraktivitet under kvillar och nitter for bade invanare
och besokare. Dirfor bor investeringar i kommunens
belysningsanliggningar dven betraktas som en
investering i stadens attraktionskraft. En stad som ir
levande och anvindbar dygnet runt spelar en
avgorande roll for att forbittra kvillsekonomin for hela
kommunen.

Strategier for en robust ekonomi

* Analysera belysningen under hela dess livslingd, for att fa en
uppfattning om en belysningsanldggnings totala kostnad.
Manga ganger visar en livscykelanalys att en kvalitativ [6sning
med en hdgre investeringskostnad dr mer ekonomiskt
hallbar i langden. Detta pa grund av hdgre energieffektivitet,
langre livslangd och majlighet till belysningsstyrning, vilket
leder till minskade energikostnader och minskade kostnader
fér underhall.

* Minska energiférbrukningen. Energieffektivisering av
kommunens belysning dr avgérande for ekonomin eftersom
det minskar energiférbrukningen och darmed sanker
kostnaderna f6r kommunen. Genom att anvanda modern
teknik och belysningsstyrning, kan energianvandningen hallas
pa en lag niva.

* Ha ett vdl fungerande underhall av belysningsanlaggningarna i
kommunen. Planerat underhall av gatubelysning ar avgérande
fér ekonomin da det forebygger kostsamma akuta fel.
Genom regelbundna kontroller kan man upptécka och
atgarda sma problem innan de leder till stérre och dyrare
reparationer. Detta bidrar till en mer foérutsagbar
budgetering och minskar behovet av akuta insatser som ofta
ar dyrare.

* Anvand belysning som ett gestaltningsverktyg for att skapa
stadsrum av hog kvalitet. Ett val ljussatt stadsrum &r en
investering for ett attraktivt och levande stadsrum som kan
bidra till en 8kad kvallsekonomi.
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Vagar och gator

Vag- och gatubelysning utgor ryggraden i kommunens belysningsanlaggning
och ar avgorande for att skapa trygga, sakra och tillgangliga miljoer under
dygnets morka timmar. Dessutom bidrar belysningen till kommunens

identitet och igenkanning.

Forutom 6kad trygghet, sikerhet och tillginglighet,
kan vig- och gatubelysning dven bidra till en tilltalande
stadsmiljé. Vil utformad vig- och gatubelysning haller
dven ner energiférbrukningen vilket bidrar till
minskade energikostnader och ligre koldioxidutsldpp.

Energibesparingar inom vig- och gatubelysning bér
prioriteras eftersom vig- och gatubelysning utgor
majoriteten av kommunens belysning och ir en stor
del av kommuns totala energiforbrukning.

Vig- och gatubelysningens skala bér viljas med hinsyn
till vigens bredd och hojden pa den nirliggande
bebyggelsen. Belysningsstolparnas héjd kan ocksd
anvindas for att skapa hierarki och markera olika typer
av trafikslag och hastighet. En hog stolphéjd signalerar
motortrafik och hog hastighet medans en ligre
stolphdjd signalerar mjuka trafikanter och en ligre

hastighet.
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Principer for vag- och gatubelysning

* Belysningen ska ha hog synkomfort och ska inte orsaka
ljusféroreningar. For riktlinjer géllande blandning och
minimering av ljusféroreningar se kapitel om ljusféroreningar
i detta dokument.

* Belysningen bor minst uppfylla belysningsklasser enligt
Trafikverkets publikation Vagars och gators utformning (om
det gar att applicera). Om VGU frangas ska det vara val
forankrat med kommunen.

* Val av armaturtyp, stolptyp och stolpavstand ska alltid
féregas av en belysningsberakning med validerad program-
vara for belysningstekniska berdakningar, samt utvarderas av
sakkunnig person.

* Stolphdjden ska anpassas till omgivningen och bér inte vara
hégre an omgivande bebyggelse.

* Stolpavstandet bér motsvara ca 4-5 ganger av stolphdjden.

* Stolparmslangden bér inte vara langre an /4 av stolphdjden
for att ha tilltalande proportioner.

* Armaturer fér vag- och gatubelysning ska monteras
horisontellt.

* Vdg- och gatubelysning kan generellt regleras ned under
natten da trafikflodet minskar. Trafikflédet ar normalt sett
lagre mellan 21:00 och 06:00.

* Belysningen bor inte regleras ned om det kan ge negativ
paverkan pa brottslighet, trygghet, trafiksakerhet eller
tillganglighet.

_o:_grgf‘: Patrik Lundin



Huvudgata/Uppsamlingsgata

Stolphojd vag: 6-7m

Stolphojd GC-vag: 4-5m

Stolptyp: Cylindrisk stolpe med rak arm
Typarmaturer: Selux-Discera, Fagerhult-Vialume
Kulor: RAL7024, Galvat, RAL9006 (om stolpe ar
galvad ska armaturen vara lackad ljusgra RAL9006).

Huvudgator och uppsamlingsgator 4r viktiga vigar som

kopplar samman olika delar av kommunen. De ir
utformade for att hantera en stdrre mingd trafik och
tillata snabbare hastigheter. Ménga minniskor
anvinder dessa gator for att resa igenom och mellan
olika omraden. Det idr ocksa vanligt att dessa gator
anvinds av bussar och lastbilar. Huvudgator har som
regel separata ging- och cykelvigar intill vigen och
fungerar dven som leder for cykeltrafik. Huvudprincip
for belysningen ir att placera stolpar i gronremsa
mellan huvudgata och ging- och cykelvig. Breda
huvudgator kan kompletteras med en enkelarmsstolpe
pa andra sidan vigen.

Huvudgata/
Uppsamlingsgata

Typisk belysning pa en huvudgata i
Osterékers kommun. Enkelstolpar
med rak arm placerade i grénytor
bredvid vag och GC-vag.

Plats: Trasattravagen i /&kersberga

Stolpe: 7m och 5m lackade
cylindriska stolpar med raka armar.
Armatur: Selux - Discera
Kulor: RAL7024

Principer for huvudgator/uppsamlingsgator

* Belysningen pa huvudgator i kommunen ska ha ett enhetligt
uttryck.

* Armaturer pa huvudgator bor ha en mjuk organisk form
med ett renodlat formsprak. Armaturer med ett allt f6r
tekniskt utseende ska undvikas.

* Armaturtyper som redan finns i kommunen bér anvandas
om m&jligt. Om en armaturtyp valjs som inte har anvants i
kommunen sen tidigare ska detta val vara val férankrat.

« Stolpar ska som regel vara cylindriska med raka armar och
vara lackerade i den graa kuléren RAL7024.

* Om det finns en grénremsa med tradrad mellan GC-vdg och
vag ska en dubbelarmsstolpe som regel placeras har.
Stolparmen som riktas mot GC-vdgen monteras da pa en
lagre hojd.

* Om en GC-vag ligger friliggande en bit bort fran huvudgatan
ska den belysas separat fran en fem meters stolpe med
likadan armaturtyp.

» Samordna tradplaceringar och belysningsstolpar. Kronut-
bredning for fullvuxna trad ska tas med i beaktning. Tradets
krona ska inte stéra armaturens ljusbild.
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Lokalgata - Villagata

Stolphojd vag: 6-7m

Stolptyp: Avtrappad forstarkt

Arm: Typ Stockholm

Typarmaturer: Ateljé lyktan-Stockholm

Kulor: RAL7024, Galvat, RAL9006 (om stolpe ar
galvad ska armaturen vara lackad ljusgra RAL9006)

En villagata dr en gata i villakvarter som inte avsedd for
genomfartstrafik utan ar mer inriktade pa att ge
tillgang till bostider. I Osterikers kommun iterfinns
den hir typen av gator i villaomraden frin olika
tidsperioder. Huvudprincip fér belysning lings
villagator ir att placera en stolpe med arm i
vigbanekanten. P4 stolpen monteras i regel armaturen
Stockholm frin Ateljé lyktan. Armaturtypen passar
stilmissigt in i bdde dldre och nyare bebyggelse.
Armaturen monteras pa en tillhdrande arm som ir
anpassad efter armaturen.

Lokalgata - Villagata

Typisk belysning pa en villagata i
Osterakers kommun. Avtrappade
stolpar med Stockholmsarm och
Stockholmsarmatur fran Ateljé
Lyktan. Stolpar placeras i vdgkanten
intill tomtgrans.

Plats: Runvdgen i Akersberga
Stolpe: Stolpe med anpassad langd
och arm-typ Stockholm.
Armatur: Ateljé Lyktan -
Stockholm

Kuloér: RAL7024

RunvéagentisAkersbe

Principer for lokalgata - Villagata

» Anvand ratt optik som &r anpassad till den specifika gatan.
Rétt optik kan sanka bade energiférbrukning och odnskat
spilljus in pa intilliggande bostader.

* Anvand en varmvit fargtemperatur pa 3000K. En kallare
fargtemperatur kan upplevas mindre vdlkomnande.

* Sank ner belysningen under natten for att minska risken for
storande ljus in i bostader.

* Tank igenom belysningsstolparnas placering sa att de inte
orsakar blandning in i bostader.

* Belysningsstolpar bér placeras pa sakra avstand fran utfarter
och parkeringsplatser dar risken for pakérning ar lagre.

* Bostadsmiljder ska kannas omhandertagna. Darfor bor valet
av armatur bidra till en trivsam milj6 bade dag och natt.
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Lokalgata - Tat bebyggelse

Stolphojd vag: 6-7m

Stolptyp: Rak stolpe typ Louis Poulsen
Typarmaturer: Louis Poulsen-lcon
Kulor: RAL7024

Lokalgator i tit bebyggelse spelar en viktig roll i det
dagliga livet for de boende, dir fokus ligger pa lokal
tillginglighet snarare 4n snabb transport till och frin
omridet. I Osterakers kommun hittar vi frimst den
hir typen av gator i nyare omraden. Lokalgator i tit
bebyggelse ska i regel belysas fran en stolpe med en
avskirmad gatuarmatur med svagt upplyst kupa.

Lokalgata - Tat

Typisk belysning pa en lokalgata i
tit bebyggelse | Osterakers
kommun. En sicksackplacerad helt
cylindrisk stolpe med kort rak arm
och en Icon armatur med en
karakteristisk svagt upplyst kupa.

Plats: Ostra Kanalstaden

Stolpe: Cylindrisk stolpe med rak
arm.

Armatur: Louis Poulsen - lcon
Kulor: RAL7024

Principer for lokalgata - Tat bebyggelse

* Anvénd ratt optik som ar anpassad till den specifika gatan.
Rétt optik kan sanka bade energiférbrukning och odnskat
spilljus in pa intilliggande bostader.

* Anvand en varmvit fargtemperatur pa 3000K. En kallare
fargtemperatur kan upplevas mindre vdlkomnande.

* Sank ner belysningen under natten for att minska risken for
storande ljus in i bostader.

* Tank igenom belysningsstolparnas placering sa att de inte
orsakar blandning in i bostader.

* Belysningsstolpar bér placeras pa sakra avstand fran utfarter
och parkeringsplatser dar risken for pakérning ar lagre.

« Pa tata lokalgator ligger husen ofta nara gatan. Undvik att
placera stolpar framfér med fonster eller balkonger sa
stolpar och armaturer inte hamnar rakt i blickfanget eller
blandar.

* Bostadsmiljder ska kannas omhandertagna. Darfor bor valet
av armatur bidra till en trivsam milj6 bade dag och natt.
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Gang- och cykelvag

Stolphojd: 4-5m

Stolptyp: Rak stolpe, avtrappad

Typarmaturer: Fagerhult-Vialume, Selux-Discera
Kulor: RAL7024, Galvat, RAL9006 (om stolpe ar
galvad ska armaturen vara lackad ljusgra RAL9006)

En ging- och cykelvig kan vara skild frin 6vrigt
viagomrade och g helt eller delvis genom park- och
naturmark. Denna typ av sammanhingande och
trafiksikra strik dr viktiga bade ur ett rekreations- och
forflyteningsperspektiv. Gang- och cykelvigar ska i
regel belysas fran en 4-5 meters stolpe med en
avskirmad gatuarmatur i ett ndgot mindre format som
dr anpassad efter en ligre stolphojd.

Gang- och cykelvag

Typisk belysning pa friliggande
gang- och cykelvig i Osterakers
kommun. En enkelsidigt placerad
avtrappad lagre stolpe med en
toppmonterad Vialume 75 armatur
fran Fagerhult.

Plats: Margretelund

Stolpe: 4m avtrappad stolpe.
Armatur: Fagerhult - Vialume 75
Kulor: RAL9006 och galvaniserad
stolpe.

Principer for gang- och cykelvig
* Belysningen bor vara utformad for att ge god vertikal

belysningsstyrka sa att ansikten ar val synliga och gar att
identifiera.

* Ljuskallan bor ha god fargatergivning. Bra fargatergivning gor
att farger atergers naturligt och gor det lattare att identifiera
objekt, hinder och personer.

* Den ndrmsta omgivningen runt GC-banan bér till viss del
vara upplyst for att 6ka éverblickbarheten, och da dven
trygghetsupplevelsen.

* Belysningen ska géra det majligt for trafikanterna att se
vagbanan och eventuella ojamnheter; kanter och hal.

* En l3g stolphdjd ar ofta att féredra pa gang- och cykelvagar.
Den lagre stolph&jden tar ner skalan till mansklig niva samt
signalerar ldgre hastighet och mjuka trafikanter.

* L 3g stolphdjd gor att ljuspunkterna kan upplevas som
blandande. Det ar darfor viktigt att valja en val avskarmad
armatur som inte blandar.

* Stolpar bor som regel placeras enkelsidigt med ett avstand
pa max 25m for att ger vdgledning for trafikanten.

* Ta hansyn till trad och vegetation vid placering av stolpar.

Friliggande GC-vag i Margretelund. Fotograf: Patrik Lundin
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Parkstrak

Stolphojd: 4m

Stolptyp: Varierande rak stolpe, avtrappad
Typarmaturer: Hess-Agena, Selux-Aira globe, Selux-
Saturn 2, Fox belysning-Sky Park

Kulor: RAL7024, Galvat, RAL9006 (om stolpe ar
galvad ska armaturen vara lackad ljusgra RAL9006)

Parkstrik i centrala och prioriterade omriden belyses
med 4 meters stolpar och rundstralande parkarmaturer.
Dessa armaturer ger straket en unik karakeir och iden-
titet, samtidigt som de 6kar trygghetsupplevelsen och
rumsuppfattningen genom att dven lysa upp omgiv-
ningen utanfor striket.

Parkstrik bor belysas annorlunda in GC-vigar for att
skapa en inbjudande och siker miljo som uppmuntrar
till vistelse och aktivitet. Detta skiljer sig frain GC-
végar, som har en mer standardiserad belysning for
effektiv och siker forflyttning mellan platser.

i

Parkstrak

Typisk belysning pa parkstrak i
Osterakers kommun. En topp-
monterad parklykta pa en lagre
stolpe.

Plats: Taljéviken

Stolpe: Hess 4m avtrappad
stolpe.

Armatur: Hess - Agena
Kulor: RAL7024

Parkarmaturer Izin_g_s

Principer for parkstrak

* Belysningen bor vara utformad sa att ansikten &r val synliga
och gar att identifiera.

» Manga parklyktor har en stor andel uppljus. Valj en lykta som
inte har nagot uppljus eller en mycket liten andel av sitt ljus
ovan horisontalplanet.

* Den ndrmsta omgivningen runt parkstraket bor till viss del
vara upplyst for att 6ka dverblickbarheten, och da aven
trygghetsupplevelsen.

* Belysningen ska géra det majligt for trafikanterna att se gang-
banan och eventuella ojdmnheter, kanter och hal.

* En lag stolphojd ar ofta att féredra pa parkstrak. Den lagre
stolphdjden tar ner skalan till mansklig niva samt signalerar
lagre hastighet och mjuka trafikanter.

* | ag stolphojd gor att ljuspunkterna kan upplevas som
blandande. Det ar darfor viktigt att valja en val avskdrmad
armatur som inte blandar.

* Stolpar bor som regel placeras enkelsidigt med ett avstand
pa max 23 meter for att ger vagledning for trafikanten.

* Ta hansyn till trdd och vegetation vid placering av stolpar.
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Géngtur_\ﬁeln under véig' 276 mot.MargreteIundsvéigen Fotograf: Asa Drakenberg

Broar, trappor och tunnlar for
gang- och cykeltrafik

Broar, trappor och tunnlar for gang- och cykeltrafik ar ofta mycket viktiga
passager som sammanbinder kommunikationsstrak och omraden. Utan en
val genomtankt ljussattning riskerar dessa passager att blir otrygga barriarer
som undviks under den morka delen av dygnet.

Gang- och cykelbroar

Belysning pé broar som anvinds f6r gang- och cykel-
trafik behovs for att skapa trygga, sikra och tillgingliga
forbindelser mellan omraden. En vil belyst bro dkar
trafiksikerheten och tryggheten f6r brukaren, dessutom
kan en vil utformad ljussittning férvandla en bro till
en vacker blickpunkt som lyser upp och berikar stads-
miljon. En ljussatt bro blir ett konstverk i sig och kan
fungera som en orienteringspunkt som ir synlig pa

lingt hall.
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Principer for gang- och cykelbroar

» Om en bro gar 6ver en vég bor spilljus utanfor bron
minimeras, sa belysningen pa bron inte stor trafiken under
bron.

* Belysning kan med fordel integreras i brokonstruktionen i
exempelvis handledare eller broracke.

« Effektbelysning kan férstarka brons roll i nattlandskapet och
samtidigt 6ka orienteringsférmagan.

* Vid planering av brobelysning ar det viktigt att tanka pa att
belysningen ska vara lattatkomlig och kunna underhallas pa
ett sakert satt.

» Vdlj kvalitativa produkter. Armaturer pa broar ska tala vader
och vind och inte minst vibrationer.



Trappor

Ur sikerhetsynpunke ar det viktigt med extra god
belysning vid nivéskillnader sisom ramper och trappor,
eftersom det finns en storre risk for fallolyckor. En
otillrickligt belyst trappa eller ramp kan dven upplevas
som otrygg att passera medans en belyst trappa kan bli
en vacker blickpunkt som stirker rumsuppfattningen
och 6kar orienteringsférmagan.

Gang- och cykeltunnlar

En attraktiv och vil utformad tunnel med trygg
belysning kan frimja ckad anvindning, vilket i sin tur
kan 6ka tryggheten och minska skadegorelse pa
platsen. En vil genomtinkt ljussittning r en viktig del
i arbetet med att skapa trygga och inbjudande tunnlar.
I trygghetsundersokningar lyfts ofta ging- och
cykeltunnlar fram som otrygga platser, dir dalig
belysning nimns som en bidragande faktor till
otrygghet. Dirfor dr det viktigt att prioritera belysning
i gang- och cykeltunnlar for att undvika att de blir
otrygga barridrer som begrinsar tillgingligheten for
gang- och cykeltrafikanter i kommunen.

Principer for trappor

* Belysningen bor utformas sa att kontraster uppstar mellan
trappstegens vertikala och horisontella yta. Det gor det
attare att urskilja trappstegen och minimerar olycksrisker.

* Armaturer kan med férdel integreras i handledare fér att ge
ett jamnt ljus langs hela trapplépet.

* Trappor kan belysas fran en intilliggande belysningsstolpe.
Vid behov kan stolpe kompletteras med en separat
stralkastare for trappan.

* Tank pa att armaturer och drivdon ska vara lattatkomliga fér
underhall.

Principer for gang- och cykeltunnlar

* Tunnelns mynningar ar viktiga att belysa. Belysningen bor
leda trafikanten mot tunneln och jamna ut kontraster mellan
tunnel och anslutande végar. En tunnel utan belysta
mynningar upplevs latt som éverbelyst och ogdstvanlig.

* Tunnelns ytmaterial bor vara ljust for att den ska upplevas
som ljus och trygg och fér att kunna nyttja tak och vaggar for
indirekt belysning.

» Genom att belysa tak och vdggar uppnas vertikalbelysning
och mgjlighet att se ansiktet pa m&tande gang- och
cykeltrafikanter. Indirekt belysning minskar dven risken for
blandning.

* For basta majliga genomsikt dr det viktigt att ljuset inne i
gangtunneln inte har f6r hoga ljusnivaer i forhallande till
omgivningen. Om tunneln har en allt fér hdg belysningsniva
kommer miljon utanfér tunneln att uppfattas som maork.

* Belysta vertikala ytor upplevs oftast som ljusare @n belysta
horisontella ytor. Genom att belysa vdggarna upplevs en
tunnel som ljus, samtidigt som det blir ett bra vertikalljus
som gor det ldttare att se ansiktet pa mdtande gang- och
cykeltrafikanter.

GC-tunnel under Norrgirdsvagen i Akersberga, B

tunnelmiljo. Fotograf: Patrik Lundin




Torg och platsbildningar

Valplanerad och genomtankt belysning kan gora torg och platsbildningar till

inbjudande samlingspunkter som underlattar for invanare att motas och

interagera under kvallstid.

Ett vil ljussatt torg som har en inbjudande atmosfir
upplevs som ett tryggt och sikert rum i staden och
frimjar samvaro.

Torg ir viktiga platser som bor ljussittas med
eftertanke eftersom det 4r en métesplats dir méanga
ménniskor rér och uppehiller sig. Ljussittning bor
forstirka torgets karaktdr och underlitta for olika typer
av aktiviteter. Platsspecifika objekt, som konstverk eller
arkitektoniska detaljer, kan med fordel ljussittas for att
forstirka platsens identitet och 6ka orienterbarheten.

Det ir dven viktigt att strak och forbindelser till och
fran torget dr vil ljussatta for att vdgleda minniskor.
Detta kan exempelvis vara strak frin nirliggande
hallplatser for lokaltrafik samt gang- och cykelvigar.
Tink pd att belysningen pa dessa strik inte stor sikten
mot torgets centrala punkter eller dess viktiga objekt.
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Principer for torg och platsbildningar

* Torgytan bér ha en jamn grundbelysning, framfér alit om
den ar ojamn eller har nivaskillnader. Denna typ av belysning
kan exempelvis utgdras av avskdrmade armaturer eller
lyktor.

* Rumsskapande ljus, som belysning av fasader eller andra
vertikala element, kan géra att platsen upplevs som ljusare.
Det bidrar inte bara till att definiera rummet, utan starker
dven platsens identitet.

* |dentitetsskapande ljus framhaver och férstarker en plats
unika egenskaper och karaktdr. Accentuering av viktiga och
intressanta detaljer, som en staty eller ett ornament pa en
fasad, tillfér karaktar och positiva kontraster som ofta gor
omgivningen mer intressant.

* Socialt ljus férbattrar tillganglighet, starker den upplevda
tryggheten och hojer livskvalitén for invanarna. Genom att
komplettera allménbelysningen med lagre ljuspunkter, som
integrerad belysning eller pollare, kan man skapa intima och
valkomnande ytor som framijar social interaktion.

* Stolpar och armaturer med en dekorativ utformning kan
tillféra karaktdr och framhéava platsens identitet.

» Markering av eventuella entréer till platser eller byggnader
kan underlatta fér manniskor att orientera sig.

* Belysning av trad eller grénska bidrar till rumsupplevelsen
och ar ett bra satt att tillféra en trivsam stamning.
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. Fargad belysning pa Lillbroangens-aktivitetspark, Aker_sberga_. Fotograf: Olof Thiel .

Lekplatser och aktivitetsytor

Belysning pa lekplatser och andra aktivitetsytor kan anvindas som ett
verktyg for att uppmuntra till lek och aktivitet oavsett arstid eller tid pa

dygnet.

Barn behover leka och rora pa sig for att utvecklas och
halla sig friska. Belysning spelar en viktig roll for att
tillgingliggora lekplatser och majliggora lek under
kvillstid och pd morka eftermiddagar under
vintermédnaderna. En lekplats med bra belysning ger en
lekfull stimning samtidigt som den ir trygg och siker.

Aven platser med aktiviteter som riktar sig mot
ungdomar och vuxna ir viktiga att belysa for att 6ka
tillgingligheten och frimja en aktiv livsstil inom
kommunen. Exempel pa den hir typen av ytor kan
vara mindre bollplaner for spontanidrott och utegym.

Principer for lekplatser och aktivitetsytor

* Lekplatser bor belysas for att framja aktivitet daven under de
morka delarna av aret.

* En lekplats behdver inte vara helt jamnt upplyst. Genom att
arbeta med exempelvis ytor och utvalda element, skapas
rumslighet och variation.

* Belys omgivningen for att skapa ett rumsligt sammanhang
och 6ka kanslan av trygghet.

* Belys viktiga strak till lekplatsen for att sakerstalla
tillgdnglighet under den mérka arstiden.

* Skapa gdrna en lekfull belysningsldsning genom att integrera
belysning i lekutrustning, anvanda fargat ljus eller projicerade
monster. Ljuset kan anvandas som ett medium for att skapa
nya lekmdjligheter.

* L at belysningen forstdrka ett eventuellt tema pa lekplatsen.

* Kombinera géarna ett mjukt ljus fran parkarmaturer eller
pollare, med ett riktat ljus fran stralkastare som accentuerar
lekutrustning.

* Beakta blandningsrisken for barn som leker da de ofta har
en uppatriktad blick ndr de exempelvis klattrar.

* Placera stolpar pa ett sakert avstand fran lekutrustningen
och anvand produkter med mjuka kanter och sa fa
utstickande delar som majligt.



Rundstralande parkarmatur i Satterfjardsparken. Fotograf: Patrik Lundin :
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Parker och gronytor

Belysning i offentliga parker och gronytor framjar samhallsgemenskap och
rekreation samt forlanger tiden da dessa ytor kan anvandas.

Ljussittning i parker och gronomraden ir en viktig
aspekt av stadsplanering som bidrar till att skapa trygga
och inbjudande utomhusmiljéer. Belysning ar ocksa
avgorande for atr tillgingliggora parker och gronytor
under drets morkare perioder nir dagsljuset ar
begrinsat.

En vilplanerad belysning forhdjer inte bara upplevelsen
utan kar ocksa sikerheten. For att uppna detta bor
ljussdttningen vara tillricklig for att sikerstilla god sike,
men samtidigt inte sd intensiv att den skapar blindning
eller kinns patringande.

Belysningen bor framhiva landskapets naturliga
skonhet och arkitektoniska element, samtidigt som de
underlittar orientering. Det 4r ocksa viktigt att beakta
ljusets inverkan pé det lokala djur- och vixtlivet.
Ljussittningen bor dirfor utformas sa att den
minimerar stérningar for arter som ir nattaktiva eller
ljuskinsliga, vilket kan innebira att man frimst
anvinder ett nedét riktat ljus eller belysningsstyrning
som reducerar ljusnivierna under vissa tider pa dygnet.

Genom att samarbeta med landskapsarkitekter,
ljusdesigners och ekologer kan minniskans behov
uppfyllas samtidigt som den urbana naturen
respekteras och skyddas. Pa sa sitt blir parker och
gronytor inte bara platser for rekreation och samvaro,
utan ocksa exempel pi hur modern stadsplanering kan
frimja en samexistens mellan minniska och natur.
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Principer for parker och gronytor

* Huvudstrak och vadlanvanda gang- och cykelstrak i parker
och grénomraden bér belysas. Mindre strak kan ldmnas
obelysta.

* Det ar en fordel om dven delar av omgivningen runt om
straken blir ljussatta for att Ska Sverblickbarhet och
trygghet. En rundstalande armatur dr ett bra val for att
uppna detta.

* | jussatt objekt i parken, sasom planteringar och konstverk
med ett identitetsskapande ljus for att 6ka upplevelsen av
parkrummet och skapa vackra blickfang.

* Lagre ljuspunkter kan anvandas vid sittplatser och andra
mindre platsbildningar for att skapa stamning. En lagre
ljuspunktshdjd minskar kdnslan av att vara i fokus eller att
vara betraktad, vilket kan upplevas vid hdgre ljuspunkter.

* Utvalda trad kan belysas i parker som ligger i och ndra
stadskdrnan da det bidrar till attraktivitet, trygghet och
rumslighet. Ur ekologisk hansyn bér trad i naturomraden
inte belysas. Belysning ovanifran, via stralkastare pa stolpe
kan utredas som belysningsprincip av trad for att undvika
ljusféroreningar fran uppljus.

» Markera entréer och utgangar fran parkmiljén sa att dessa ar
4tta att hitta och se fran avstand.

* Belys aktivitets- och samlingsytor sasom pergolor, bouleba-
nor, grillplatser med tak och liknande f6r att 6ka anvand-
ningen av dessa kvallstid.

* Lekplatser i parker bor vara belysta. Lds mer under rubrik
for lekplatser och aktivitetsytor.
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|ldentitetsskapande objekt

Att ljussatta identitetsskapande byggnader, objekt och konstverk kan starka
kommunens identitet. Ljussatta objekt definierar stadsrummet efter

morkrets inbrott.

Konst och andra identitetsskapande objekt 4r en
naturlig del i stadsplaneringen och ir viktiga for att
framhiva en kommuns karakeir och uttryck. Utvalda
identitetsskapande objekt kan med fordel belysas i det
offentliga rummet. Objekt som under dagtid 4r karak-
tirsskapande kan dven trida fram under de mérka tim-
marna for att skapa igenkinning. Detta underlitta
orienterbarheten och stirker objektets status.

Kommunen har idag minga bra exempel pa belysta
identitetsskapande objekt som skapar mervirde for
invanare och besokare till kommunen. Som exempel
kan ljussittning av utsmyckning och konst i olika ron-
deller samt platser och konst lings Hilsans stig och
Akers kanal nimnas. Med ljus som ett konstnirligt
medium ir det ocksd mojligt att skapa helt nya upple-
velser som inte dr mojliga i dagsljus. Ljusdesign och
ljuskonst kan anvindas for att beritta en historia eller
formedla en kinsla.

Principer for identitetsskapande objekt

* Definiera vilka identitetsskapande objekt som finns i staden
eller omradet. Bade stdrre objekt som starker méjligheten
att orientera sig, men ocksa mindre som identifierar en
mindre plats. Objekt som &r viktiga landméarken dagtid bor
dven synas kvallstid.

* Om mdjligt bor minst en provbelysning utféras for att
utvdrdera principer och paverkan pa omgivningen.

*» Objekt som ska betraktas pa langt avstand kan belysas med
ett jamnare ljus da detaljer ar svarare att sarskilja pa langre
avstand.

* Mindre objekt som betraktas pa narmre hall kan belysas mer
detaljerat.

* Anpassa belysningsnivan efter betraktningsavstandet och
omgivande belysningsniva. Belysningsnivan kan avgdras under
en provbelysning.

« Ett identitetsskapande objekt behdver inte nddvandigtvis
upplevas som ljussatt. Det kan i manga fall racka att de ar
synliga i kvallsmdrkret.

* Anvand en god fargatergivning och anpassa ljusfarg efter
materialet som ska belysas.

* | jussattning av identitetsskapande objekt i trafikmiljo som
exempelvis rondeller ska utféras utan att paverka trafiksa-
kerheten negativt. Objektet bor dven vara utformat pa ett
satt som gor att det uppmarksammas tydligt oavsett tid pa
dygnet.
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Natur- och friluftsomraden

Belysning i natur- och friluftsomraden kan frimja manniskors valbefinnande
och halsa genom att oka tryggheten och mojliggora kvallsaktiviteter.
Samtidigt ar det viktigt att balansera detta med behovet av att bevara den
morka natthimlen och undvika ljusfororeningar som kan stora djurliv och

ekosystem.

I Osteraker finns en stor blandning av olika typer av
naturmiljoer som exempelvis skirgardsmiljoer och
skogslandskap. Ett naturomrade kan vara alltifrin
mindre skogsdungar till storre natur- och friluftsom-
riden. I nirheten av bebyggelse dr minniskors trivsel
och hilsa ofta i fokus. Belysning i dessa omraden kan
forbittra tillginglighet och sikerhet, vilket i sin tur
frimjar daglig interaktion med naturen och fysisk akti-
vitet. Generellt bor belysning anvindas med stor for-
siktighet i naturomraden for att bevara det naturliga
morkret. I naturomriden utanfor titbebyggda
omraden bor belysningen begrinsas. Det ar viktigt for
att bevara mérka himlar och skydda nattaktiva djur.
Det bidrar dven till act minska ljusfororeningar, vilket
dr avgorande for att minniskor ska kunna njuta av
stjarnhimlen och for att uppritthalla ekosystemens
balans.
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Principer for natur- och friluftsomraden

» Undersok om det finns nagot kansligt djurliv som paverkas
mycket av belysning som exempelvis fladderméss eller
groddjur.

* D4l belysningen och framhav naturen. Stolpar kan lackeras i
en gron kuldr som far dem att smalta in i naturen. |
kommunen anvands den olivgréna kuldren RAL7002 till
detta dandamal. Om du tittar noga pa bilden ovan kan du se
en belysningsstolpe med bjérkmonster som kamouflerar.

* L ds avsnitt gallande ljusféroreningar och djurliv tidigare i
denna strategi.

» Sank belysningsnivan under natten eller slack belysningen
helt f6r att minska paverkan pa natur och djurliv.

* Anvand helt avskdarmad belysning utan nagot uppljus for att
minska paverkan pa djurliv och bevara en mérk natthimmel.

* Anvand en varm fargtemperatur pa 3000K eller lagre for att
minska paverkan pa djurliv.

* En 1ag ljuspunktshéjd med avskarmat ljus kan valjas i natur
och friluftsomraden for att minska blandning och ljusférore-
ningar. Den laga héjden gor att ljuspunkten inte blir lika
stérande da det gar att se éver den och ljuset sprids heller
inte lika langt at sidorna.



Ljusgran vid rondell pa Séralidsvagen. Fotograf: Asa Drakenberg

Sasongsbelysning

Tillfallig sasongs- och evenemangsbelysning i staden kan forandras utifran
sasong och skapa olika upplevelser under aret. Julbelysning ar urtypen av
tillfallig ljussattning som ofta ar mycket uppskattad av invanare. Men aven
andra hogtider och tillfalliga evenemang kan ljussattas under en begransad

period.

Sisongsbelysning i offentlig milj6 kan skapa
attraktivitet och en varierad stadsbild under begrinsade
perioder. Detta giller inte minst under vintrarna nir
dagarna ir korta och nitterna ir langa och mérka.
Sdsongsbelysning kan skapa en visuell upplevelse som
lockar bade invdnare och besokare till gator och torg.
Detta kan ha en positiv inverkan pd bade folkhilsan
och den lokala ekonomin. Dessutom kan belysning
som dr anpassad efter sisong bidra till lokal identitet
och stolthet, vilket gor att invanare och besokare
kinner en starkare koppling till platsen.

Osteriker har linge arbetat aktivt med olika typer av
sisongsbelysning i kommunen. Fokus for
sisongsbelysningen ligger pa den morka delen av aret. I
kommunen gor man exempelvis skillnad pa
julbelysning och vinterbelysning. Vinterbelysning slis
pa under allhelgonahelgen och ir tind till sista
februari. For att skapa julstimning si tinds
julbelysningen 1:a advent och ir tind till och med den
sista januari.

Principer for sasongsbelysning

* Linor for linspand belysning kan nyttjas fér att montera olika
typer av sasongsbelysning under aret. Det ar dock viktigt att
veta vilken last linan dr dimensionerad for innan nagon
sdsongsbelysning hangs upp.

* Investera gradvis i ny sdsongsbelysning. En ny belysningsdetalj
kan tillkomma varje ar, vilket i sig kan bli en positiv handelse
for invanare och besdkare.

* Prioritering av sdsongsbelysning bor ske langs de mest
frekvent anvanda straken, baserat pa den fysiska strukturbil-
den

» Undvik att sétta upp sasongsbelysning i dldre trad for att
skydda det djurliv som bor dar. Detta hjélper till att bevara
deras naturliga livsmiljé och minskar risken for storningar.

* Kom ihag att arligen kontrollera sisongsbelysning som ar
permanent monterad i trdd. Om den inte underhalls kan
installationen paverka tradets tillvaxt negativt.

» Om trad ska beskaras bor detta goras innan sasongsbelys-
ning monteras permanent. Dialog bér féras med ansvariga
for tradbeskarning for att samordna monteringen av
belysningen i traden.
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Kulturmiljo

Belysning av kulturmiljoer och kulturhistoriskt vardefulla byggnader kan
synliggora och forhoja dess betydelse under kvallstid. Genom att framhava
arkitekturen och skapa en inbjudande atmosfar kan belysning gora miljon
mer attraktiv under dygnets morka timmar”’.

Belysning i kulturmiljoer och ildre bebyggelse r en del
av kulturarvsarbetet. Det handlar om att framhiva och
bevara byggnader och miljéer som berittar om platsens
historia och identitet. En vil genomtinkt belysning
kan forstirka och betona arkitektoniska detaljer och
skapa en atmosfir som reflekterar platsens karakeir.
Det dr vikeigt att belysningen ir diskret och respekterar
den ildre bebyggelsen. Anvindningen av modern
teknik bér balanseras med en kinslighet for det
historiska sammanhanget.
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Principer for kulturmiljoer

» Medveten och karaktérsbarande ljusgestaltning av kulturhis-
toriska miljder kan forstarka dess identitet och karaktar.

* Att ljussdtta en kulturhistorisk byggnad genom belysning
inifran minskar averkan pa byggnadens fasad och skapar
kénslan av liv vilket kan vara lampligt for offentliga byggnader
som inte anvands kvallstid. Detta kan |6sas genom att delar
av den ordinarie interiéra belysningen halls tand under
kvallen.

« Pa kulturhistoriskt vardefulla byggnader och i
bebyggelsemiljder bor provbelysning alltid utféras och vagval
studeras innan ett definitivt beslut tas.

* Armaturer bor utforas diskreta och/eller integreras i
byggnaden- eller bebyggelseomradets arkitektur.
Fasadmonterade armaturer bor inte placeras pa
karaktdrskapande detaljer.

* Fasadmonterade armaturer bor malas in i samma farg som
fasaden eller gestaltas i samklang med byggandens karaktar

* Placering av kopplingsdosor och kablage bor i férsta hand
ske inom byggnaden. | de fall utanpaliggande kablage och
skarvdosor blir nédvandig bér de malas in i bakomvarande
fasadkulor.

* Kulturmiljéer har ofta ett rikt biologiskt kulturarv som kan
var kansligt fér belysning. Utred vilket djurliv som férekom-
mer i kulturmiljén och vilken hansyn som behdver tas
gdllande belysning.
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Belysning i planprocessen

Den har belysningsstrategin ska fungera som en guide och ett stod genom
hela stadsbyggnadsprocessen i kommunen.

For varje specifikt belysningsprojekt, kommer
detaljerad planering och gestaltning att utvecklas med
hinsyn till den aktuella platsens och projektets unika
egenskaper. Denna belysningsstrategi faststiller de
overgripande principerna som ska styra planeringen
och gestaltningen av kommunens exteriéra belysning.

I stadsbyggnadsprocessen ir det avgorande att ta
hinsyn till det aktuella skedet for att bestimma limplig
detaljniva. I tidiga skeden ir det viktigt att forankra en
overgripande vision utan att fastna i for detaljerade
beslut, vilket bibehaller flexibilitet f6r framtida
forindringar. Belysningstekniken utvecklas snabbt, och
teknik som ir i framkant tidigt i processen kanske inte
dr det bast limpade alternativet i processens slutskede.
Nir projektet utvecklas, kan detaljerna preciseras for
att sikerstilla att alla aspekter av belysningen ar
relevanta for det specifika skedet.

Nedan illustreras planprocessens olika skeden och den
hir strategins roll i planprocessen. I rutor pa nista sida
redovisas principer for belysning for respektive skede.

Nar kravs det bygglov

Bygglov krdvs i vissa fall i omraden med detaljplan for att
satta upp, flytta eller véasentligt andra en ljusanordning om
nagon av punkterna nedan uppfylls:

* Om den avsedda anvandningen av anordningen har
betydande inverkan pa omgivningen.

* Om ljusanordningen placeras pa eller i anslutning till en
sadan byggnad eller inom ett sadant bebyggelseomrade
som &r sarskilt vardefullt fran historisk, kulturhistorisk,
miljdmassig eller konstnarlig synpunkt.

* Om det finns detaljplanebestdmmelser med krav pa
bygglov.

* Utanfor detaljplanelagt omrade kan bygglov kravas om
kommunen har utokat bygglovsplikten.

Detaljplan

* Reglering av
bebyggelse och
markanvandning
for ett avgransat
planomrade.

Genomfor-
ande

* | genomférandeske-
det preciseras
anlaggningen i form
av bygghandlingar
for den planerade
belysningsanlagg-
ningen.

* Infér genomféran-
det dr det av stor
vikt att en
sakkunnig resurs ar
inkopplad i
detaljprojekteringen
for att sékerstélla
att tekniska
anvisningar foljs
upp.



Detaljplaneskedet

* En platsspecifik studie av féreslagna strukturer av kvartersmark och allman plats och hur den planerade belysningen kommer
paverka djurlivet.

* Text i plan- och genomférande beskrivningen forklarar ett férhallningssatt till eventuella malkonflikter mellan exempelvis djur och
trygghetsfragor.

« Ett Svergripande belysningskoncept for omradet arbetas in i gestaltningsprogram eller i vriga planhandlingar. Dar beskrivs
exempelvis vilka omraden som ska belysas och hur dessa gestaltas, men aven vilka omraden som ska bevaras mérka.

« | forprojektering sakerstalls att utrymme reserveras for belysningsanlaggning och kan genomféras enligt TH.
* Tillkommande driftkostnader for belysningen inkluderas i den totala redovisningen av kommande drift infér antagande.

* | detaljplaneskedet ska dven séakerstdllas att Sverenskommelser med berérda fastighetsagare finns for att genomféra anlaggningen.

Genomforandeskede
* Teknisk handbok ar ett styrande dokument som anger tekniska specifikationer f6r kommunens anlaggningar i detta skede
* Belysningsstrategin ar vagledande for hur kommunen och dess samarbetspartners ska arbeta med belysning pa allman plats.

* | detaljprojekteringen kan det finnas behov av berakningar och belysningsdesign for att efterfdlja gestaltning och riktlinjer fér den
tankta anldggningen.

* Under utférandet riktar och justerar utsedd entreprendr belysningsanldggningen for att uppfylla de krav som @r satta under
projektering av anldggningen.

* | detaljprojekteringen ska dven tillgdnglighet till anlaggningens alla delar sékerstillas.




Belysningsplanering

For att lyckas med belysningsplaneringen i kommunen kravs omsorgsfulla
overvaganden gallande en mangd olika aspekter av belysning.

Dessa principer for belysningsplanering vinder sig till

belysningsplanerare, ljusdesigners, elkonsulter och

andra som arbetar med eller kommer att arbeta med

belysningsplanering och belysningsprojektering i

Osterdkers kommun. Dessa personer bor ha en relevant

utbildningsbakgrund och vara kompetenta

yrkespersoner. Det dr viktigt att dessa personer kan

analysera varje plats noggrant for att sikerstilla att

belysningslosningarna inte bara ir funktionella och

estetiskt tilltalande, utan dven bidrar till en hallbar
utveckling i kommunen.

Principer for belysningsplanering

* Beakta platsen och omgivningen

- Analysera hur du med hjélp av belysning kan respektera
och framhava omradets karaktér och egenskaper.

- Analysera den omgivande ljusmiljén och dess paverkan pa
det aktuella projektet.

- Analysera hur platsen kommer att anvandas och anpassa
belysningen efter nuvarande och planerade funktioner.

- Planera for ljus och mérker i balans. Identifiera omraden
som kréver belysning och omraden som bér vara obelysta
for att bevara naturligt mérker.

- Vdlj armaturer och stolpar som kompletterar platsens
karaktdr och arkitektur och som starker dess identitet.

- Vid placering av stolpar intill nyplanterade trad ska hansyn
tas till kommande kronutbredning. Detsamma géller ndr nya
trad planteras i narheten av belysningsstolpar.

Beakta belysningens paverkan pa ekologi

- Beakta hur djurlivet paverkas av belysning for att minimera
stérningar och framja en hallbar milj6.

- Utvérdera belysningens miljdpaverkan, inklusive
ljusféroreningar och energiférbrukning, och strava efter
|6sningar med liten miljdpaverkan.

Beakta belysningens paverkan manniskan

- Undvik stérande belysning som kan paverka boende och
anvandare av omradet negativt.

- Forbattra tryggheten genom valplanerad belysning utan
bldndning som &kar synligheten och minskar riskomraden.
- Prioritera sakerhet genom att sakerstilla att belysningen
uppfyller alla nédvandiga standarder och riktlinjer.

- Skapa en kansla av identitet genom att anvanda belysning
som framhaver och berikar platsens karaktar.

- Anvdnd belysning for att skapa rum och atmosfar som
inbjuder till anvandning och uppskattning av utomhusmiljén
- Ténk pa att belysningen kan behéva anpassas for personer
med sdrskilda belysningsbehoy, sasom barn, dldre och
synskadade.

Beakta belysningens paverkan pa ekonomin

- GOr medvetna materialval som balanserar kostnad och
kvalitet for att uppna en hallbar och langsiktig [6sning.

- Satt en realistisk ambitionsniva som matchar projektets mal
och budget.

- Strava efter energibesparing genom att valja energieffektiva
|6sningar och tekniker som minskar driftkostnaderna éver
tid.

- Anvand ljusreglering for att optimera for att spara energi
och optimera efter trafikfldden och anvandning.



Belysningsteknik och material

Genom att vara konsekvent i sina val gallande belysningsteknik och material
far kommunen enhetliga belysningsanlaggningar som ar latta att underhalla
och som bidrar till karaktar och struktur till kommunens utemiljoer.

Kommunen bér inte anvinda sig av for minga olika
typer av armaturmodeller och stolpar, utan bor forsoka
skapa enhetlighet med ett fital sorter. Armaturer och
stolpar som redan anvinds idag i kommunen bér
anvindas i s stor utstrickning som majligt for att
skapa enhetlighet och underlitta underhall. P platser
av sirskild betydelse kan unika armaturtyper och
stolpar anvindas for att framhiva platsen. Valet av
belysningsutrustning bér styras av platsens
sammanhang och bor anpassas efter arkitektur,
karaketir och skala i omgivningen. Stolphsjd och
armaturval ska anpassas sa att de passar in i den miljo
de befinner sig. Stolphdjden kan anvindas for att skapa
hierarkier mellan olika gatutyper. En hog stolphojd
signalerar motortrafik och hog hastighet medan en
ligre stolphdjd signalerar mjuka trafikanter och en
lagre hastighet.

For att uppna enhetlighet i belysning ér det ocksd
viktigt att ljusets tekniska egenskaper, sisom
fargtemperatur och firgatergivning, 4r konsekventa.
Valet av firgtemperatur och firgitergivning ar viktiga
for att skapa den 6nskade atmosfiren.

Lis Osterakers kommuns Teknisk handbok for
belysning som aterfinns pi kommunens hemsida for
mer ingdende information gillande tekniska frigor om
kommunens belysningsanliggningar.

Louis Poulsen Icon pa cylindrisk stolpe med rak arm.
Lackad i den grafitgra kuloren RAL7024 som ar typisk
for kommunen.

Fotograf: Patrik Lundin

Principer for belysningsteknik och material

* Fargatergivning
Fargatergivning beskriver hur bra en ljuskalla ar pa att aterge
farger korrekt. CRI (Colour Rendering Index) eller
Ra-vardet miter detta. | Osterakers kommun ska
belysningen ha en god fargatergivning. Fargatergivningsindex
ska vara minst RA/CRI 80 for samtlig belysning.

Fargtemperatur

En fargtemperatur pa 3000K bér anvandas for samtlig vég-
och gatubelysning. Det skapar en enhetlighet, &r
energieffektivt och finns som standard i de flesta armaturer.
Vid 6vergangsstllen anvands med fordel en kallare
fargtemperatur pa 4000K f&r att uppméarksamma bilister for
fotgdngare och cyklister.

For miljider med kansligt djurliv kan varmare
fargtemperaturer pa |800K-2700K anvandas. P& enskilda
platser och i begransad omfattning, kan olika kall och
varmvita fargtemperaturer anvandas i gestaltande syften.
Olika fargtemperaturer kan anvandas som ett verktyg for att
skapa olika stamningar och framhdva material. Anvdndande
av kallvita ljusfarger bor dock begransas eftersom de stor
djurlivet mer.

Farg och material

En enhetlig fargsattning av belysningsstolpar och armaturer
bidrar till en sammanhangande och vdl omhdndertagen
stadsbild. | stadsmiljder och vissa andra prioriterade
omraden sa anvands den grafitgra kulren RAL7024 pa bade
stolpar och armaturer. | park och skogsmiljéer dar stolpar
ska smalta in med den omgivande vegetationen anvands den
olivgréna kuléren RAL7002. | 6vrigt anvands
varmgalvaniserade stolpar med rotlack och en armatur
lackad i RAL9006 eller annan ljus neutralgra kulor.
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Belysningsstyrning

Utomhusbelysning gor vara gator och utemiljoer tryggare och mer
inbjudande, men den kan ocksa bidra till negativ miljopaverkan,
ljusfororeningar samt skada djurlivet. Med hjalp av belysningsstyrning kan

dessa negativa effekter reduceras.

Med hjilp av ljusreglering kan stora energibesparingar
goras utan att belysningen behover slickas ner helt och
ddrmed riskerar att skapa otrygghet. Dessutom bidrar
sinkningen till minskade ljusféroreningar, minskad
paverkan pa djurlivet samt minskad miljopaverkan.

I Osterakers kommun anvinds frimst si kallad
nattsinkning for att reglera belysningen. Nattsinkning
ar ett enkelt och sikert system som automatiskt dimrar
gatubelysningen enligt en fordefinierad kurva.
Funktionen ir integrerad i armaturens drivdon och
fungerar direkt vid installation. Detta stand alone-
system kriver ingen extern styrning eller uppkoppling
for att fungera. Varje armatur hanterar nattsinkningen
sjalv. Fordelen med nattsikning dr att det ér billigt och
ger snabba resultat. Nackdelen 4r att man inte kan
styra armaturer individuellt och att det r svart att
dndra instillningarna i efterhand.

Forutom nattsinkning styrs gatubelysningen i
kommunen via en uppkopplad enhet med tradlos
kommunikation som ir placerad i samtliga
gatubelysningscentraler. Denna enhet kan styras frin
en telefon eller dator och anvinds frimst for att tinda
och slicka belysningen, men kan ockséd 6vervaka
elnitet och larma vid fel.

Det finns andra mer avancerade system som mojliggor
individuell styrning av varje armatur och ger detaljerad
information om energiforbrukning, livslingd och
driftstérningar. Dessa system medfor dock ofta en
abonnemangskostnad per armatur, och man blir ofta
last till en specifik leverantérs styrsystem. Kommunen
anser att kostnaderna for dessa system inte rittfardigar
de extra funktionerna, eftersom dessa inte forvintas
anvindas i nigon storre utstrickning. Dérfor har
kommunen valt att inte implementera dessa system i

dagsliget.
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Principer for belysningsstyrning

* Nattsankning
Armaturer for vag- och gatubelysning bor som grund vara
utrustade med nattsankning och regleras ner under natten
da trafikflédet minskar. Trafikflodet ar normalt sett lagre
mellan 21:00 och 06:00. Belysningen bér dock aldrig regleras
ner mer an 60%. Belysningen bor inte regleras ned om det
kan ge negativ paverkan pa brottslighet, trygghet,
trafiksékerhet eller tillganglighet. Belysningen regleras
generellt inte ner pa pa gang- och cykelvédgar for att bibehalla
trygghet och sikerhet.

Nedslackning

For att spara energi och minska ljusféroreningar kan utvalda
armaturer pa vissa typer av ytor helt slackas ner under
natten. Detta kan exempelvis gélla vissa stralkastare pa
lekplatser som i normala fall anvands i valdigt liten
utstrackning under natten samt belysning i naturomraden
som riskerar att paverka djurlivet negativt. Nedslackningen
styrs via en styrenhet som placeras bakom stolpluckan i de
stolpar som ska sldckas ner.

Styrning via tryckknapp

Avgransade ytor for tillfallig idrottsutdvning, sasom
padelbanor och fotbollsplaner bér utrustas med belysning
som styrs via tryckknapp. Tryckknappen aktiverar
belysningen for en férutbestamd tidsperiod, vilket férhindrar
att belysningen star tand i onédan.

Dimkurva for Osteraker

Osteraker anvinder en specifik dimkurva for nattsankning
som tillampas i de flesta fall. Nedan visas dimmervérdena,
dér procenttalen anger andelen av det installerade
ljusflodet fran armaturen. Férenklat kan man saga att
energibesparingen motsvarar sankningen av ljusflodet. Sa
om armaturen ar nedreglerad till 75% av sitt ljusflode,
sparar man 25% energi.

Fran kl. 21:00: 75%
Fran kl. 00:00: 60%
Fran kl. 04:00: 75%
Fran kl. 06:00: 100%



Drift och underhall

Ett val fungerande system for drift och underhall av kommunens belysning
behovs for att sakerstalla belysningens funktion over tid.

Drift och underhill av utomhusbelysning krivs for att
bibehilla belysningens funktion 6ver tid. Regelbunden
inspektion av armaturer och ljuskillor behovs for att
uppticka eventuella skador eller fel. Vid behov utfors
reparationer eller armaturbyten for att atgirda problem
och sikerstilla belysningens funktion. En vilfunge-
rande strategi for drift och underhéll kan f6rlinga livs-
lingden pa belysningsanliggningarna och minimera
driftstérningar, vilket resulterar i en sikrare och mer
effektiv utomhusbelysning for kommunen.

Vid planering av ny belysning 4r det viktigt att tinka
pa drift och underhall redan frin bérjan. Genom att
inkludera dessa aspekter i planeringen kan en robust
och kostnadseffektiv belysningsanliggning sikerstillas
pa lang sikt.

Underhall av gatubelysning. Fotograf: Bogfelts Street Lights AB

Principer for drift och underhall

* Planera drift och underhall genom schemalagda arbeten for
att minimera risken for ovantade avbrott och sakerstdlla att
belysningssystemet fungerar optimalt.

* Placera armaturer och stolpar dar de kan nas med service-
fordon. All belysning bér vara lattatkomlig och ska kunna nas
med standardverktyg och standardbemanning.

» Undvik att placera stolpar och armaturer dar det finns risk
for pakérning eller dar de utgdr hinder fér underhall som
snorajning eller grasklippning. Folj krav pa fria héjder och
bredder pa kérbanor och GC-végar.

e Tank pa att placera armaturer pa ett sddant satt att de inte
blir dvertdckta av I8y, riskera att vandaliseras eller pa annat
satt bli negativt paverkade av omgivande faktorer.

* Vdlj vandalsdkra armaturer nar det behdvs. Om risk fér
skadegdrelse foreligger bdr armaturer placeras pa minst 3
meters hojd eller skyddas pa annat satt.

* Vélj om mdjligt armaturer dar man kan byta ut LED-moduler
och drivdon pa ett enkelt sitt ndr dessa gar sénder.

* Riktbara armaturer behdver underhallas dven avseende
inriktningen. Inventera dven att befintlig inriktning bibehalls
over tid, eller anpassa inriktningen vid behov om det gdller
exempelvis belysning av ett vaxande trad.

* Vid placering av stolpar intill nyplanterade trdd ska hansyn tas
till kommande kronutbredning. Detsamma gller nar nya
trad planteras i narheten av belysningsstolpar. Beskar aven
trad och vegetation som skymmer ljuset som en del av
underhallet av belysningsanlaggningen. Belysningsstolpar bér
vara placerade utanfor tradets slutliga kronbredd.

* Belysningscentraler, styrskap och stolpluckor ska placeras
attatkomligt. Stolpluckan ska vara vand mot kérriktningen sa
att servicepersonalen i sitt arbete kan uppfatta métande
trafik och ha uppsikt dver trafiksituationen.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-03-24 15:17:23.761565 UTC ±20 ms

    		2026-03-24 14:44:52.06007 UTC

    		

      91.198.92.130

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The initiator Kristin Jonsson (KJ) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-03-25 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-03-24 15:17:23.761565 UTC ±20 ms

    		2026-03-24 14:44:52.06007 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (charlotta.sangregorio@osteraker.se) to Charlotta Sangregorio (CS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Ingen revidering annat än från KSTU till KS tjut
Tacksam för snabb hantering / Tack Kristin

      


    

  



  

  

    		2026-03-24 15:17:23.761565 UTC ±20 ms

    		2026-03-24 14:44:52.06007 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eva.anderling@osteraker.se) to Eva Anderling (EA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Ingen revidering annat än från KSTU till KS tjut
Tacksam för snabb hantering / Tack Kristin

      


    

  



  

  

    		2026-03-24 15:17:26.944108 UTC ±20 ms

    		2026-03-24 14:44:52.06007 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Charlotta Sangregorio (CS) was delivered.

      


    

  



  

  

    		2026-03-24 15:17:26.960198 UTC ±20 ms

    		2026-03-24 14:44:52.06007 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva Anderling (EA) was delivered.

      


    

  



  

  

    		2026-03-24 15:19:11.872431 UTC ±21 ms

    		2026-03-24 14:44:52.06007 UTC

    		

      90.229.166.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36 Edg/145.0.0.0

      

    

    		

      

        The party Charlotta Sangregorio (CS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-24 15:19:31.720959 UTC ±21 ms

    		2026-03-24 14:44:52.06007 UTC

    		

      90.229.166.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36 Edg/145.0.0.0

      

    

    		

      

        The signatory Charlotta Sangregorio (CS) signed the document.

      


    

  



  

  

    		2026-03-24 18:33:18.069243 UTC ±21 ms

    		2026-03-24 17:44:53.575984 UTC

    		

      217.210.243.191

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Eva Anderling (EA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-24 18:33:26.764163 UTC ±21 ms

    		2026-03-24 17:44:53.575984 UTC

    		

      217.210.243.191

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Eva Anderling (EA) signed the document.

      


    

  



  

  

    		2026-03-24 18:33:26.764163 UTC ±21 ms

    		2026-03-24 17:44:53.575984 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-03-24 18:33:27.029141 UTC ±21 ms

    		2026-03-24 17:44:53.575984 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.07 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-02-11 02:28:27.937289 UTC and 2026-03-24 17:44:53.575984 UTC:







  		Time collected

  		Clock offset







  

    		2026-02-11 02:28:27.937289

    		0.0 ms

  





  

    		2026-02-11 03:28:29.385671

    		0.0 ms

  





  

    		2026-02-11 04:28:30.975791

    		0.0 ms

  





  

    		2026-02-11 05:28:32.514661

    		0.0 ms

  





  

    		2026-02-11 06:28:34.305762

    		0.0 ms

  





  

    		2026-02-11 07:28:36.555925

    		0.0 ms

  





  

    		2026-02-11 08:28:38.554777

    		0.0 ms

  





  

    		2026-02-11 09:28:38.717097

    		0.0 ms

  





  

    		2026-02-11 10:28:39.189957

    		0.0 ms

  





  

    		2026-02-11 11:28:39.88734

    		0.0 ms

  





  

    		2026-02-11 12:28:40.144172

    		0.1 ms

  





  

    		2026-02-11 13:28:40.30473

    		-0.1 ms

  





  

    		2026-02-11 14:28:41.271819

    		0.0 ms

  





  

    		2026-02-11 15:28:43.288252

    		0.1 ms

  





  

    		2026-02-11 16:28:43.670441

    		0.0 ms

  





  

    		2026-02-11 17:28:43.969423

    		0.0 ms

  





  

    		2026-02-11 18:28:44.565652

    		0.0 ms

  





  

    		2026-02-11 19:28:44.617531

    		0.0 ms

  





  

    		2026-02-11 20:28:46.509786

    		0.0 ms

  





  

    		2026-02-11 21:28:46.632743

    		0.0 ms

  





  

    		2026-02-11 22:28:48.333673

    		0.0 ms

  





  

    		2026-02-11 23:28:50.029099

    		0.0 ms

  





  

    		2026-02-12 00:28:51.149106

    		0.0 ms

  





  

    		2026-02-12 01:28:52.26427

    		0.0 ms

  





  

    		2026-02-12 02:28:53.657777

    		0.0 ms

  





  

    		2026-02-12 03:28:54.835907

    		0.0 ms

  





  

    		2026-02-12 04:28:56.203594

    		0.0 ms

  





  

    		2026-02-12 05:28:57.434625

    		0.0 ms

  





  

    		2026-02-12 06:28:59.25234

    		0.0 ms

  





  

    		2026-02-12 07:29:01.156119

    		0.0 ms

  





  

    		2026-02-12 08:29:01.97526

    		-0.1 ms

  





  

    		2026-02-12 09:29:02.1693

    		0.0 ms

  





  

    		2026-02-12 10:29:02.537777

    		0.1 ms

  





  

    		2026-02-12 11:29:03.513773

    		0.0 ms

  





  

    		2026-02-12 12:29:03.723421

    		0.0 ms

  





  

    		2026-02-12 13:29:04.775121

    		0.0 ms

  





  

    		2026-02-12 14:29:05.772379

    		0.0 ms

  





  

    		2026-02-12 15:29:06.344504

    		0.1 ms

  





  

    		2026-02-12 16:29:08.003054

    		0.0 ms

  





  

    		2026-02-12 17:29:08.407047

    		0.0 ms

  





  

    		2026-02-12 18:29:10.177457

    		0.2 ms

  





  

    		2026-02-12 19:29:10.226699

    		-0.1 ms

  





  

    		2026-02-12 20:29:11.942265

    		0.0 ms

  





  

    		2026-02-12 21:29:13.712107

    		0.0 ms

  





  

    		2026-02-12 22:29:15.251805

    		0.0 ms

  





  

    		2026-02-12 23:29:16.895116

    		0.0 ms

  





  

    		2026-02-13 00:29:18.229994

    		0.0 ms

  





  

    		2026-02-13 01:29:19.429194

    		0.3 ms

  





  

    		2026-02-13 02:29:20.877056

    		0.0 ms

  





  

    		2026-02-13 03:29:22.399447

    		0.0 ms

  





  

    		2026-02-13 04:29:23.640741

    		-0.2 ms

  





  

    		2026-02-13 05:29:25.030989

    		-0.1 ms

  





  

    		2026-02-13 06:29:26.199077

    		-0.1 ms

  





  

    		2026-02-13 07:29:27.173083

    		0.2 ms

  





  

    		2026-02-13 08:29:27.238528

    		0.0 ms

  





  

    		2026-02-13 09:29:27.454406

    		0.0 ms

  





  

    		2026-02-13 10:29:27.497923

    		0.0 ms

  





  

    		2026-02-13 11:29:28.195262

    		0.0 ms

  





  

    		2026-02-13 12:29:28.959873

    		0.0 ms

  





  

    		2026-02-13 13:29:29.085259

    		0.0 ms

  





  

    		2026-02-13 14:29:29.886268

    		0.0 ms

  





  

    		2026-02-13 15:29:30.484416

    		0.0 ms

  





  

    		2026-02-13 16:29:31.532185

    		0.0 ms

  





  

    		2026-02-13 17:29:32.03963

    		0.0 ms

  





  

    		2026-02-13 18:29:33.413694

    		0.0 ms

  





  

    		2026-02-13 19:29:33.787664

    		0.0 ms

  





  

    		2026-02-13 20:29:35.634737

    		0.0 ms

  





  

    		2026-02-13 21:29:37.597265

    		0.0 ms

  





  

    		2026-02-13 22:29:39.062555

    		0.0 ms

  





  

    		2026-02-13 23:29:40.677947

    		0.0 ms

  





  

    		2026-02-14 00:29:41.93992

    		0.0 ms

  





  

    		2026-02-14 01:29:43.395793

    		0.0 ms

  





  

    		2026-02-14 02:29:45.265571

    		0.0 ms

  





  

    		2026-02-14 03:29:46.948971

    		0.0 ms

  





  

    		2026-02-14 04:29:48.250106

    		0.0 ms

  





  

    		2026-02-14 05:29:49.94398

    		0.0 ms

  





  

    		2026-02-14 06:29:51.49543

    		0.0 ms

  





  

    		2026-02-14 07:29:51.883087

    		0.0 ms

  





  

    		2026-02-14 08:29:53.040179

    		0.0 ms

  





  

    		2026-02-14 09:29:53.107763

    		0.0 ms

  





  

    		2026-02-14 10:29:53.458936

    		0.0 ms

  





  

    		2026-02-14 11:29:54.486129

    		0.0 ms

  





  

    		2026-02-14 12:29:55.152295

    		0.0 ms

  





  

    		2026-02-14 13:29:55.242643

    		-0.2 ms

  





  

    		2026-02-14 14:29:55.872249

    		0.1 ms

  





  

    		2026-02-14 15:29:56.231535

    		0.1 ms

  





  

    		2026-02-14 16:29:56.769717

    		0.0 ms

  





  

    		2026-02-14 17:29:57.978411

    		0.0 ms

  





  

    		2026-02-14 18:29:59.662616

    		0.0 ms

  





  

    		2026-02-14 19:30:00.472087

    		0.0 ms

  





  

    		2026-02-14 20:30:01.33376

    		0.0 ms

  





  

    		2026-02-14 21:30:02.31046

    		0.0 ms

  





  

    		2026-02-14 22:30:02.77549

    		0.0 ms

  





  

    		2026-02-14 23:30:02.789991

    		-0.1 ms

  





  

    		2026-02-15 00:30:02.803501

    		0.0 ms

  





  

    		2026-02-15 01:30:03.604502

    		0.1 ms

  





  

    		2026-02-15 02:30:05.110679

    		0.0 ms

  





  

    		2026-02-15 03:30:06.730527

    		0.0 ms

  





  

    		2026-02-15 04:30:08.610034

    		0.1 ms

  





  

    		2026-02-15 05:30:10.299175

    		0.0 ms

  





  

    		2026-02-15 06:30:10.354754

    		0.0 ms

  





  

    		2026-02-15 07:30:10.886455

    		0.0 ms

  





  

    		2026-02-15 08:30:10.995701

    		0.0 ms

  





  

    		2026-02-15 09:30:11.552913

    		0.0 ms

  





  

    		2026-02-15 10:30:11.92439

    		0.0 ms

  





  

    		2026-02-15 11:30:12.538703

    		0.0 ms

  





  

    		2026-02-15 12:30:12.912216

    		0.0 ms

  





  

    		2026-02-15 13:30:13.012255

    		0.0 ms

  





  

    		2026-02-15 14:30:13.13489

    		0.0 ms

  





  

    		2026-02-15 15:30:13.65388

    		0.0 ms

  





  

    		2026-02-15 16:30:15.039603

    		-0.1 ms

  





  

    		2026-02-15 17:30:16.150409

    		0.0 ms

  





  

    		2026-02-15 18:30:17.634061

    		0.0 ms

  





  

    		2026-02-15 19:30:18.466801

    		0.0 ms

  





  

    		2026-02-15 20:30:19.444633

    		0.0 ms

  





  

    		2026-02-15 21:30:20.273653

    		0.0 ms

  





  

    		2026-02-15 22:30:22.31095

    		0.0 ms

  





  

    		2026-02-15 23:30:24.089251

    		-0.1 ms

  





  

    		2026-02-16 00:30:25.330054

    		0.0 ms

  





  

    		2026-02-16 01:30:26.585648

    		0.0 ms

  





  

    		2026-02-16 02:30:27.664032

    		0.0 ms

  





  

    		2026-02-16 03:30:28.03101

    		0.2 ms

  





  

    		2026-02-16 04:30:29.677286

    		0.0 ms

  





  

    		2026-02-16 05:30:31.573131

    		0.0 ms

  





  

    		2026-02-16 06:30:31.956455

    		0.0 ms

  





  

    		2026-02-16 07:30:32.089501

    		0.0 ms

  





  

    		2026-02-16 08:30:32.102367

    		0.0 ms

  





  

    		2026-02-16 09:30:32.377831

    		0.0 ms

  





  

    		2026-02-16 10:30:32.887589

    		0.0 ms

  





  

    		2026-02-16 11:30:33.564811

    		0.0 ms

  





  

    		2026-02-16 12:30:33.996334

    		0.2 ms

  





  

    		2026-02-16 13:30:34.133022

    		-0.3 ms

  





  

    		2026-02-16 14:30:34.388601

    		0.1 ms

  





  

    		2026-02-16 15:30:35.393729

    		0.0 ms

  





  

    		2026-02-16 16:30:35.806504

    		0.0 ms

  





  

    		2026-02-16 17:30:36.750101

    		0.0 ms

  





  

    		2026-02-16 18:30:37.444642

    		0.0 ms

  





  

    		2026-02-16 19:30:37.538245

    		0.0 ms

  





  

    		2026-02-16 20:30:37.915294

    		0.0 ms

  





  

    		2026-02-16 21:30:38.033684

    		0.0 ms

  





  

    		2026-02-16 22:30:40.114641

    		0.0 ms

  





  

    		2026-02-16 23:30:41.674377

    		0.0 ms

  





  

    		2026-02-17 00:30:43.306942

    		0.0 ms

  





  

    		2026-02-17 01:30:44.605877

    		0.0 ms

  





  

    		2026-02-17 02:30:45.777007

    		0.1 ms

  





  

    		2026-02-17 03:30:47.260534

    		0.0 ms

  





  

    		2026-02-17 04:30:48.731279

    		0.0 ms

  





  

    		2026-02-17 05:30:50.252768

    		0.0 ms

  





  

    		2026-02-17 06:30:52.00554

    		0.0 ms

  





  

    		2026-02-17 07:30:52.83516

    		0.0 ms

  





  

    		2026-02-17 08:30:52.993139

    		0.0 ms

  





  

    		2026-02-17 09:30:53.713299

    		-0.1 ms

  





  

    		2026-02-17 10:30:54.141428

    		0.0 ms

  





  

    		2026-02-17 11:30:54.872494

    		0.0 ms

  





  

    		2026-02-17 12:30:55.301632

    		0.0 ms

  





  

    		2026-02-17 13:30:58.089737

    		0.0 ms

  





  

    		2026-02-17 14:30:58.166659

    		0.1 ms

  





  

    		2026-02-17 15:30:58.202642

    		0.2 ms

  





  

    		2026-02-17 16:30:58.561851

    		0.0 ms

  





  

    		2026-02-17 17:30:59.516469

    		0.0 ms

  





  

    		2026-02-17 18:31:00.516584

    		0.0 ms

  





  

    		2026-02-17 19:31:01.311385

    		-0.1 ms

  





  

    		2026-02-17 20:31:02.888904

    		0.0 ms

  





  

    		2026-02-17 21:31:05.042609

    		0.0 ms

  





  

    		2026-02-17 22:31:07.13135

    		0.0 ms

  





  

    		2026-02-17 23:31:08.539858

    		0.1 ms

  





  

    		2026-02-18 00:31:10.029798

    		0.1 ms

  





  

    		2026-02-18 01:31:11.3317

    		0.0 ms

  





  

    		2026-02-18 02:31:12.476072

    		0.0 ms

  





  

    		2026-02-18 03:31:13.857223

    		0.0 ms

  





  

    		2026-02-18 04:31:15.134676

    		0.0 ms

  





  

    		2026-02-18 05:31:16.533423

    		0.0 ms

  





  

    		2026-02-18 06:31:18.519811

    		0.0 ms

  





  

    		2026-02-18 07:31:19.352007

    		0.0 ms

  





  

    		2026-02-18 08:31:19.933937

    		-0.2 ms

  





  

    		2026-02-18 09:31:19.945855

    		0.0 ms

  





  

    		2026-02-18 10:31:20.481867

    		0.0 ms

  





  

    		2026-02-18 11:31:20.732793

    		0.0 ms

  





  

    		2026-02-18 12:31:21.529915

    		0.0 ms

  





  

    		2026-02-18 13:31:22.730403

    		0.0 ms

  





  

    		2026-02-18 14:31:23.044087

    		-0.1 ms

  





  

    		2026-02-18 15:31:23.416334

    		0.0 ms

  





  

    		2026-02-18 16:31:23.999258

    		0.0 ms

  





  

    		2026-02-18 17:31:25.643117

    		0.0 ms

  





  

    		2026-02-18 18:31:26.112283

    		0.0 ms

  





  

    		2026-02-18 19:31:28.4971

    		0.0 ms

  





  

    		2026-02-18 20:31:29.213924

    		0.0 ms

  





  

    		2026-02-18 21:31:29.999171

    		-0.1 ms

  





  

    		2026-02-18 22:31:32.189823

    		0.1 ms

  





  

    		2026-02-18 23:31:33.685082

    		0.0 ms

  





  

    		2026-02-19 00:31:35.10031

    		0.0 ms

  





  

    		2026-02-19 01:31:36.592564

    		0.0 ms

  





  

    		2026-02-19 02:31:38.080538

    		0.0 ms

  





  

    		2026-02-19 03:31:39.483721

    		0.0 ms

  





  

    		2026-02-19 04:31:40.654414

    		0.0 ms

  





  

    		2026-02-19 05:31:40.743261

    		0.0 ms

  





  

    		2026-02-19 06:31:42.140104

    		0.0 ms

  





  

    		2026-02-19 07:31:43.256599

    		-0.3 ms

  





  

    		2026-02-19 08:31:43.400257

    		0.0 ms

  





  

    		2026-02-19 09:31:43.476376

    		0.0 ms

  





  

    		2026-02-19 10:31:44.374248

    		0.0 ms

  





  

    		2026-02-19 11:31:44.462368

    		0.2 ms

  





  

    		2026-02-19 12:31:45.160172

    		0.0 ms

  





  

    		2026-02-19 13:31:45.366448

    		0.1 ms

  





  

    		2026-02-19 14:31:46.876901

    		0.0 ms

  





  

    		2026-02-19 15:31:47.188691

    		0.0 ms

  





  

    		2026-02-19 16:31:48.205577

    		0.1 ms

  





  

    		2026-02-19 17:31:49.880805

    		0.3 ms

  





  

    		2026-02-19 18:31:50.27847

    		0.0 ms

  





  

    		2026-02-19 19:31:51.752664

    		0.0 ms

  





  

    		2026-02-19 20:31:52.162134

    		0.1 ms

  





  

    		2026-02-19 21:31:54.134876

    		0.1 ms

  





  

    		2026-02-19 22:31:56.233138

    		0.0 ms

  





  

    		2026-02-19 23:31:57.518907

    		0.0 ms

  





  

    		2026-02-20 00:31:58.732014

    		0.0 ms

  





  

    		2026-02-20 01:31:59.975445

    		-0.2 ms

  





  

    		2026-02-20 02:32:01.602829

    		0.1 ms

  





  

    		2026-02-20 03:32:02.865404

    		0.3 ms

  





  

    		2026-02-20 04:32:04.262506

    		0.0 ms

  





  

    		2026-02-20 05:32:05.675314

    		0.0 ms

  





  

    		2026-02-20 06:32:05.760089

    		0.1 ms

  





  

    		2026-02-20 07:32:08.039438

    		0.0 ms

  





  

    		2026-02-20 08:32:08.26476

    		0.0 ms

  





  

    		2026-02-20 09:32:08.610907

    		0.0 ms

  





  

    		2026-02-20 10:32:09.097238

    		-0.1 ms

  





  

    		2026-02-20 11:32:09.316751

    		0.0 ms

  





  

    		2026-02-20 12:32:11.558529

    		0.0 ms

  





  

    		2026-02-20 13:32:12.260385

    		0.0 ms

  





  

    		2026-02-20 14:32:13.143044

    		0.0 ms

  





  

    		2026-02-20 15:32:13.253291

    		0.0 ms

  





  

    		2026-02-20 16:32:13.679984

    		0.0 ms

  





  

    		2026-02-20 17:32:16.244222

    		0.0 ms

  





  

    		2026-02-20 18:32:18.780344

    		-0.1 ms

  





  

    		2026-02-20 19:32:18.816216

    		-0.2 ms

  





  

    		2026-02-20 20:32:20.653852

    		0.1 ms

  





  

    		2026-02-20 21:32:22.445197

    		0.0 ms

  





  

    		2026-02-20 22:32:24.310676

    		0.0 ms

  





  

    		2026-02-20 23:32:25.849471

    		0.0 ms

  





  

    		2026-02-21 00:32:27.819076

    		0.0 ms

  





  

    		2026-02-21 01:32:29.308731

    		-0.2 ms

  





  

    		2026-02-21 02:32:30.699116

    		0.0 ms

  





  

    		2026-02-21 03:32:31.795411

    		0.0 ms

  





  

    		2026-02-21 04:32:33.191156

    		0.0 ms

  





  

    		2026-02-21 05:32:33.713978

    		0.0 ms

  





  

    		2026-02-21 06:32:36.011318

    		0.0 ms

  





  

    		2026-02-21 07:32:36.549126

    		0.0 ms

  





  

    		2026-02-21 08:32:36.922379

    		0.0 ms

  





  

    		2026-02-21 09:32:37.710245

    		0.0 ms

  





  

    		2026-02-21 10:32:38.382766

    		0.0 ms

  





  

    		2026-02-21 11:32:39.230959

    		0.0 ms

  





  

    		2026-02-21 12:32:39.86294

    		0.0 ms

  





  

    		2026-02-21 13:32:40.107151

    		0.0 ms

  





  

    		2026-02-21 14:32:40.506256

    		0.0 ms

  





  

    		2026-02-21 15:32:40.748761

    		0.1 ms

  





  

    		2026-02-21 16:32:41.369648

    		0.0 ms

  





  

    		2026-02-21 17:32:43.93949

    		0.0 ms

  





  

    		2026-02-21 18:32:44.395113

    		0.1 ms

  





  

    		2026-02-21 19:32:44.84984

    		0.0 ms

  





  

    		2026-02-21 20:32:46.535882

    		0.0 ms

  





  

    		2026-02-21 21:32:49.135539

    		0.0 ms

  





  

    		2026-02-21 22:32:51.182168

    		0.0 ms

  





  

    		2026-02-21 23:32:51.278673

    		0.0 ms

  





  

    		2026-02-22 00:32:51.682639

    		0.0 ms

  





  

    		2026-02-22 01:32:52.023063

    		0.0 ms

  





  

    		2026-02-22 02:32:54.063402

    		0.1 ms

  





  

    		2026-02-22 03:32:56.202765

    		0.0 ms

  





  

    		2026-02-22 04:32:57.763236

    		0.0 ms

  





  

    		2026-02-22 05:32:59.683471

    		0.0 ms

  





  

    		2026-02-22 06:33:01.887404

    		-0.3 ms

  





  

    		2026-02-22 07:33:02.853755

    		0.0 ms

  





  

    		2026-02-22 08:33:04.106259

    		0.4 ms

  





  

    		2026-02-22 09:33:04.992863

    		0.0 ms

  





  

    		2026-02-22 10:33:06.913209

    		0.0 ms

  





  

    		2026-02-22 11:33:07.57666

    		0.0 ms

  





  

    		2026-02-22 12:33:07.881904

    		0.0 ms

  





  

    		2026-02-22 13:33:08.202808

    		0.0 ms

  





  

    		2026-02-22 14:33:08.583998

    		0.0 ms

  





  

    		2026-02-22 15:33:10.338474

    		0.0 ms

  





  

    		2026-02-22 16:33:11.304036

    		0.0 ms

  





  

    		2026-02-22 17:33:13.383061

    		-0.1 ms

  





  

    		2026-02-22 18:33:13.904562

    		0.0 ms

  





  

    		2026-02-22 19:33:16.363912

    		0.2 ms

  





  

    		2026-02-22 20:33:16.959758

    		0.1 ms

  





  

    		2026-02-22 21:33:17.411461

    		-0.1 ms

  





  

    		2026-02-22 22:33:18.371727

    		0.1 ms

  





  

    		2026-02-22 23:33:20.120079

    		-0.4 ms

  





  

    		2026-02-23 00:33:21.788375

    		0.1 ms

  





  

    		2026-02-23 01:33:23.438112

    		-0.1 ms

  





  

    		2026-02-23 02:33:24.885668

    		0.0 ms

  





  

    		2026-02-23 03:33:26.236516

    		0.1 ms

  





  

    		2026-02-23 04:33:27.588244

    		0.0 ms

  





  

    		2026-02-23 05:33:28.949313

    		0.0 ms

  





  

    		2026-02-23 06:33:29.985415

    		0.1 ms

  





  

    		2026-02-23 07:33:31.297049

    		-0.1 ms

  





  

    		2026-02-23 08:33:31.493321

    		0.0 ms

  





  

    		2026-02-23 09:33:32.14645

    		0.0 ms

  





  

    		2026-02-23 10:33:32.293061

    		-0.5 ms

  





  

    		2026-02-23 11:33:32.375009

    		-0.3 ms

  





  

    		2026-02-23 12:33:32.51762

    		0.0 ms

  





  

    		2026-02-23 13:33:33.055818

    		-0.1 ms

  





  

    		2026-02-23 14:33:33.373614

    		0.0 ms

  





  

    		2026-02-23 15:33:34.094462

    		0.0 ms

  





  

    		2026-02-23 16:33:34.363954

    		0.1 ms

  





  

    		2026-02-23 17:33:35.321944

    		0.2 ms

  





  

    		2026-02-23 18:33:35.713722

    		-0.1 ms

  





  

    		2026-02-23 19:33:37.177877

    		-0.1 ms

  





  

    		2026-02-23 20:33:37.376419

    		0.1 ms

  





  

    		2026-02-23 21:33:40.174989

    		0.0 ms

  





  

    		2026-02-23 22:33:42.07049

    		0.0 ms

  





  

    		2026-02-23 23:33:44.102248

    		0.0 ms

  





  

    		2026-02-24 00:33:45.784932

    		0.1 ms

  





  

    		2026-02-24 01:33:47.355338

    		0.1 ms

  





  

    		2026-02-24 02:33:48.422211

    		0.0 ms

  





  

    		2026-02-24 03:33:50.058372

    		0.0 ms

  





  

    		2026-02-24 04:33:51.445561

    		0.0 ms

  





  

    		2026-02-24 05:33:51.563042

    		0.0 ms

  





  

    		2026-02-24 06:33:51.695339

    		0.1 ms

  





  

    		2026-02-24 07:33:54.282662

    		0.1 ms

  





  

    		2026-02-24 08:33:54.853155

    		0.0 ms

  





  

    		2026-02-24 09:33:55.405078

    		-0.1 ms

  





  

    		2026-02-24 10:33:55.68943

    		0.0 ms

  





  

    		2026-02-24 11:33:55.805051

    		0.0 ms

  





  

    		2026-02-24 12:33:55.857772

    		-0.2 ms

  





  

    		2026-02-24 13:33:55.942823

    		0.0 ms

  





  

    		2026-02-24 14:33:57.314074

    		0.0 ms

  





  

    		2026-02-24 15:33:57.597335

    		0.0 ms

  





  

    		2026-02-24 16:33:57.689486

    		0.0 ms

  





  

    		2026-02-24 17:33:58.893294

    		0.0 ms

  





  

    		2026-02-24 18:34:00.879578

    		0.0 ms

  





  

    		2026-02-24 19:34:01.010747

    		0.0 ms

  





  

    		2026-02-24 20:34:01.687379

    		0.1 ms

  





  

    		2026-02-24 21:34:03.382047

    		0.0 ms

  





  

    		2026-02-24 22:34:05.654007

    		0.0 ms

  





  

    		2026-02-24 23:34:07.207156

    		0.0 ms

  





  

    		2026-02-25 00:34:08.365879

    		0.0 ms

  





  

    		2026-02-25 01:34:09.913514

    		0.0 ms

  





  

    		2026-02-25 02:34:11.054656

    		0.0 ms

  





  

    		2026-02-25 03:34:12.430681

    		0.1 ms

  





  

    		2026-02-25 04:34:13.824575

    		0.0 ms

  





  

    		2026-02-25 05:34:14.903201

    		0.0 ms

  





  

    		2026-02-25 06:34:16.883791

    		-0.1 ms

  





  

    		2026-02-25 07:34:17.153161

    		0.0 ms

  





  

    		2026-02-25 08:34:17.20561

    		0.0 ms

  





  

    		2026-02-25 09:34:17.258936

    		0.0 ms

  





  

    		2026-02-25 10:34:17.901434

    		0.0 ms

  





  

    		2026-02-25 11:34:19.492964

    		0.0 ms

  





  

    		2026-02-25 12:34:20.165703

    		0.0 ms

  





  

    		2026-02-25 13:34:21.888521

    		0.0 ms

  





  

    		2026-02-25 14:34:22.182389

    		0.0 ms

  





  

    		2026-02-25 15:34:23.139516

    		0.0 ms

  





  

    		2026-02-25 16:34:23.348931

    		0.0 ms

  





  

    		2026-02-25 17:34:24.834665

    		0.0 ms

  





  

    		2026-02-25 18:34:26.5909

    		0.0 ms

  





  

    		2026-02-25 19:34:26.906474

    		0.0 ms

  





  

    		2026-02-25 20:34:28.818788

    		0.1 ms

  





  

    		2026-02-25 21:34:30.810596

    		0.0 ms

  





  

    		2026-02-25 22:34:33.048627

    		0.0 ms

  





  

    		2026-02-25 23:34:34.803508

    		0.1 ms

  





  

    		2026-02-26 00:34:36.371891

    		0.0 ms

  





  

    		2026-02-26 01:34:37.894991

    		0.0 ms

  





  

    		2026-02-26 02:34:39.325825

    		0.1 ms

  





  

    		2026-02-26 03:34:40.808167

    		-0.1 ms

  





  

    		2026-02-26 04:34:42.17267

    		-0.1 ms

  





  

    		2026-02-26 05:34:43.676698

    		-0.1 ms

  





  

    		2026-02-26 06:34:45.376137

    		0.0 ms

  





  

    		2026-02-26 07:34:47.354012

    		0.1 ms

  





  

    		2026-02-26 08:34:47.568792

    		-0.2 ms

  





  

    		2026-02-26 09:34:48.111503

    		0.1 ms

  





  

    		2026-02-26 10:34:48.445912

    		0.1 ms

  





  

    		2026-02-26 11:34:48.735323

    		-0.1 ms

  





  

    		2026-02-26 12:34:49.318037

    		0.0 ms

  





  

    		2026-02-26 13:34:49.938302

    		0.0 ms

  





  

    		2026-02-26 14:34:50.32711

    		0.0 ms

  





  

    		2026-02-26 15:34:51.1731

    		0.0 ms

  





  

    		2026-02-26 16:34:51.544384

    		-0.1 ms

  





  

    		2026-02-26 17:34:51.841961

    		-0.1 ms

  





  

    		2026-02-26 18:34:53.252806

    		-0.1 ms

  





  

    		2026-02-26 19:34:53.604342

    		0.0 ms

  





  

    		2026-02-26 20:34:54.769291

    		0.0 ms

  





  

    		2026-02-26 21:34:55.670603

    		0.0 ms

  





  

    		2026-02-26 22:34:57.537192

    		0.0 ms

  





  

    		2026-02-26 23:34:59.1909

    		0.0 ms

  





  

    		2026-02-27 00:35:00.468511

    		0.0 ms

  





  

    		2026-02-27 01:35:01.750228

    		0.0 ms

  





  

    		2026-02-27 02:35:03.108337

    		-0.1 ms

  





  

    		2026-02-27 03:35:04.550224

    		0.0 ms

  





  

    		2026-02-27 04:35:05.827747

    		0.0 ms

  





  

    		2026-02-27 05:35:07.061728

    		0.0 ms

  





  

    		2026-02-27 06:35:07.073709

    		0.0 ms

  





  

    		2026-02-27 07:35:07.752629

    		0.0 ms

  





  

    		2026-02-27 08:35:07.864747

    		0.0 ms

  





  

    		2026-02-27 09:35:08.136052

    		0.0 ms

  





  

    		2026-02-27 10:35:08.916408

    		0.0 ms

  





  

    		2026-02-27 11:35:09.294857

    		-0.1 ms

  





  

    		2026-02-27 12:35:09.676527

    		0.0 ms

  





  

    		2026-02-27 13:35:10.50448

    		0.0 ms

  





  

    		2026-02-27 14:35:11.160561

    		0.0 ms

  





  

    		2026-02-27 15:35:13.370679

    		0.0 ms

  





  

    		2026-02-27 16:35:13.525193

    		0.3 ms

  





  

    		2026-02-27 17:35:14.954965

    		0.0 ms

  





  

    		2026-02-27 18:35:16.490067

    		0.0 ms

  





  

    		2026-02-27 19:35:16.937038

    		0.1 ms

  





  

    		2026-02-27 20:35:18.235648

    		-0.2 ms

  





  

    		2026-02-27 21:35:19.860604

    		-0.1 ms

  





  

    		2026-02-27 22:35:21.753847

    		0.0 ms

  





  

    		2026-02-27 23:35:23.809526

    		0.0 ms

  





  

    		2026-02-28 00:35:25.443939

    		0.2 ms

  





  

    		2026-02-28 01:35:26.933371

    		0.0 ms

  





  

    		2026-02-28 02:35:28.13313

    		0.0 ms

  





  

    		2026-02-28 03:35:29.597045

    		0.2 ms

  





  

    		2026-02-28 04:35:31.269221

    		0.0 ms

  





  

    		2026-02-28 05:35:33.042555

    		0.0 ms

  





  

    		2026-02-28 06:35:35.242768

    		0.0 ms

  





  

    		2026-02-28 07:35:36.707591

    		0.0 ms

  





  

    		2026-02-28 08:35:37.824987

    		-0.1 ms

  





  

    		2026-02-28 09:35:38.222966

    		0.0 ms

  





  

    		2026-02-28 10:35:38.911343

    		0.0 ms

  





  

    		2026-02-28 11:35:39.273306

    		0.0 ms

  





  

    		2026-02-28 12:35:40.005409

    		0.0 ms

  





  

    		2026-02-28 13:35:40.528498

    		-0.1 ms

  





  

    		2026-02-28 14:35:41.543761

    		0.0 ms

  





  

    		2026-02-28 15:35:41.788059

    		0.0 ms

  





  

    		2026-02-28 16:35:41.83437

    		0.0 ms

  





  

    		2026-02-28 17:35:42.112828

    		0.0 ms

  





  

    		2026-02-28 18:35:43.148617

    		-0.2 ms

  





  

    		2026-02-28 19:35:43.832881

    		0.0 ms

  





  

    		2026-02-28 20:35:46.193691

    		0.0 ms

  





  

    		2026-02-28 21:35:46.504712

    		0.0 ms

  





  

    		2026-02-28 22:35:47.112877

    		0.0 ms

  





  

    		2026-02-28 23:35:47.360266

    		0.0 ms

  





  

    		2026-03-01 00:35:47.45648

    		0.0 ms

  





  

    		2026-03-01 01:35:47.991605

    		0.0 ms

  





  

    		2026-03-01 02:35:49.377953

    		0.0 ms

  





  

    		2026-03-01 03:35:50.923915

    		0.0 ms

  





  

    		2026-03-01 04:35:50.937382

    		0.0 ms

  





  

    		2026-03-01 05:35:52.675701

    		0.0 ms

  





  

    		2026-03-01 06:35:53.205992

    		0.0 ms

  





  

    		2026-03-01 07:35:53.663146

    		0.1 ms

  





  

    		2026-03-01 08:35:53.76154

    		0.0 ms

  





  

    		2026-03-01 09:35:54.092434

    		0.0 ms

  





  

    		2026-03-01 10:35:54.644773

    		-0.3 ms

  





  

    		2026-03-01 11:35:54.731464

    		0.0 ms

  





  

    		2026-03-01 12:35:56.181255

    		0.0 ms

  





  

    		2026-03-01 13:35:56.423745

    		0.0 ms

  





  

    		2026-03-01 14:35:57.618909

    		0.0 ms

  





  

    		2026-03-01 15:35:58.042837

    		0.0 ms

  





  

    		2026-03-01 16:35:58.137708

    		0.0 ms

  





  

    		2026-03-01 17:35:58.269606

    		0.0 ms

  





  

    		2026-03-01 18:35:58.33413

    		0.0 ms

  





  

    		2026-03-01 19:36:00.078569

    		0.0 ms

  





  

    		2026-03-01 20:36:00.358672

    		0.0 ms

  





  

    		2026-03-01 21:36:00.576244

    		0.0 ms

  





  

    		2026-03-01 22:36:01.875794

    		0.0 ms

  





  

    		2026-03-01 23:36:03.770288

    		0.0 ms

  





  

    		2026-03-02 00:36:05.622806

    		0.0 ms

  





  

    		2026-03-02 01:36:07.109263

    		0.0 ms

  





  

    		2026-03-02 02:36:08.518387

    		0.0 ms

  





  

    		2026-03-02 03:36:09.907687

    		0.0 ms

  





  

    		2026-03-02 04:36:11.990615

    		0.1 ms

  





  

    		2026-03-02 05:36:13.532595

    		0.0 ms

  





  

    		2026-03-02 06:36:15.992302

    		0.0 ms

  





  

    		2026-03-02 07:36:16.037614

    		0.0 ms

  





  

    		2026-03-02 08:36:16.276147

    		0.0 ms

  





  

    		2026-03-02 09:36:17.066945

    		0.0 ms

  





  

    		2026-03-02 10:36:17.656274

    		0.0 ms

  





  

    		2026-03-02 11:36:18.387616

    		0.0 ms

  





  

    		2026-03-02 12:36:18.784732

    		0.0 ms

  





  

    		2026-03-02 13:36:19.296716

    		0.0 ms

  





  

    		2026-03-02 14:36:20.319814

    		0.0 ms

  





  

    		2026-03-02 15:36:20.460959

    		0.1 ms

  





  

    		2026-03-02 16:36:20.687107

    		-0.1 ms

  





  

    		2026-03-02 17:36:21.832718

    		-0.1 ms

  





  

    		2026-03-02 18:36:21.96884

    		0.0 ms

  





  

    		2026-03-02 19:36:22.64433

    		0.0 ms

  





  

    		2026-03-02 20:36:23.783679

    		0.0 ms

  





  

    		2026-03-02 21:36:26.356799

    		0.0 ms

  





  

    		2026-03-02 22:36:28.266932

    		-0.3 ms

  





  

    		2026-03-02 23:36:29.802393

    		0.3 ms

  





  

    		2026-03-03 00:36:31.504381

    		0.1 ms

  





  

    		2026-03-03 01:36:33.488563

    		0.0 ms

  





  

    		2026-03-03 02:36:35.325801

    		0.0 ms

  





  

    		2026-03-03 03:36:36.866036

    		-0.1 ms

  





  

    		2026-03-03 04:36:38.46292

    		0.0 ms

  





  

    		2026-03-03 05:36:39.920407

    		-0.1 ms

  





  

    		2026-03-03 06:36:40.762348

    		0.0 ms

  





  

    		2026-03-03 07:36:40.859034

    		0.1 ms

  





  

    		2026-03-03 08:36:41.746823

    		0.0 ms

  





  

    		2026-03-03 09:36:42.049856

    		0.0 ms

  





  

    		2026-03-03 10:36:42.294579

    		0.0 ms

  





  

    		2026-03-03 11:36:42.393933

    		-0.2 ms

  





  

    		2026-03-03 12:36:43.086533

    		-0.1 ms

  





  

    		2026-03-03 13:36:43.11591

    		0.0 ms

  





  

    		2026-03-03 14:36:43.421051

    		0.0 ms

  





  

    		2026-03-03 15:36:45.21279

    		0.0 ms

  





  

    		2026-03-03 16:36:45.256377

    		0.0 ms

  





  

    		2026-03-03 17:36:45.505554

    		0.0 ms

  





  

    		2026-03-03 18:36:45.590966

    		0.0 ms

  





  

    		2026-03-03 19:36:48.265018

    		0.0 ms

  





  

    		2026-03-03 20:36:48.296532

    		0.0 ms

  





  

    		2026-03-03 21:36:48.604497

    		-0.1 ms

  





  

    		2026-03-03 22:36:48.630108

    		0.0 ms

  





  

    		2026-03-03 23:36:49.219475

    		0.0 ms

  





  

    		2026-03-04 00:36:50.803269

    		0.1 ms

  





  

    		2026-03-04 01:36:51.958415

    		0.2 ms

  





  

    		2026-03-04 02:36:52.964049

    		0.1 ms

  





  

    		2026-03-04 03:36:54.130101

    		-0.1 ms

  





  

    		2026-03-04 04:36:55.361464

    		-0.1 ms

  





  

    		2026-03-04 05:36:56.90357

    		0.1 ms

  





  

    		2026-03-04 06:36:59.419036

    		-0.1 ms

  





  

    		2026-03-04 07:37:00.772948

    		0.0 ms

  





  

    		2026-03-04 08:37:01.255759

    		0.0 ms

  





  

    		2026-03-04 09:37:01.294199

    		0.0 ms

  





  

    		2026-03-04 10:37:02.560062

    		0.1 ms

  





  

    		2026-03-04 11:37:03.310684

    		0.1 ms

  





  

    		2026-03-04 12:37:03.857582

    		0.0 ms

  





  

    		2026-03-04 13:37:03.989558

    		-0.1 ms

  





  

    		2026-03-04 14:37:04.338009

    		0.0 ms

  





  

    		2026-03-04 15:37:05.000491

    		0.0 ms

  





  

    		2026-03-04 16:37:05.189138

    		0.0 ms

  





  

    		2026-03-04 17:37:05.521196

    		0.0 ms

  





  

    		2026-03-04 18:37:06.033121

    		0.0 ms

  





  

    		2026-03-04 19:37:06.327257

    		0.0 ms

  





  

    		2026-03-04 20:37:07.561572

    		0.0 ms

  





  

    		2026-03-04 21:37:07.93806

    		0.0 ms

  





  

    		2026-03-04 22:37:08.043058

    		0.0 ms

  





  

    		2026-03-04 23:37:09.755279

    		0.1 ms

  





  

    		2026-03-05 00:37:10.976181

    		-0.1 ms

  





  

    		2026-03-05 01:37:12.829981

    		0.5 ms

  





  

    		2026-03-05 02:37:14.369543

    		0.0 ms

  





  

    		2026-03-05 03:37:15.957938

    		0.1 ms

  





  

    		2026-03-05 04:37:17.140241

    		0.1 ms

  





  

    		2026-03-05 05:37:18.604503

    		0.2 ms

  





  

    		2026-03-05 06:37:20.222906

    		-0.1 ms

  





  

    		2026-03-05 07:37:21.01958

    		0.0 ms

  





  

    		2026-03-05 08:37:21.659015

    		0.1 ms

  





  

    		2026-03-05 09:37:22.859518

    		0.0 ms

  





  

    		2026-03-05 10:37:22.895065

    		0.0 ms

  





  

    		2026-03-05 11:37:23.172781

    		0.0 ms

  





  

    		2026-03-05 12:37:24.132707

    		0.0 ms

  





  

    		2026-03-05 13:37:24.327522

    		0.0 ms

  





  

    		2026-03-05 14:37:24.736927

    		0.0 ms

  





  

    		2026-03-05 15:37:25.065791

    		-0.1 ms

  





  

    		2026-03-05 16:37:25.24393

    		0.2 ms

  





  

    		2026-03-05 17:37:26.54744

    		0.3 ms

  





  

    		2026-03-05 18:37:28.053377

    		0.0 ms

  





  

    		2026-03-05 19:37:30.169926

    		0.0 ms

  





  

    		2026-03-05 20:37:32.001652

    		0.1 ms

  





  

    		2026-03-05 21:37:33.901741

    		0.0 ms

  





  

    		2026-03-05 22:37:35.214339

    		0.1 ms

  





  

    		2026-03-05 23:37:36.667363

    		0.1 ms

  





  

    		2026-03-06 00:37:37.807285

    		0.0 ms

  





  

    		2026-03-06 01:37:38.898517

    		0.0 ms

  





  

    		2026-03-06 02:37:39.008478

    		0.0 ms

  





  

    		2026-03-06 03:37:40.480434

    		-0.1 ms

  





  

    		2026-03-06 04:37:41.788832

    		0.0 ms

  





  

    		2026-03-06 05:37:43.113316

    		0.0 ms

  





  

    		2026-03-06 06:37:44.889285

    		0.0 ms

  





  

    		2026-03-06 07:37:46.696659

    		0.0 ms

  





  

    		2026-03-06 08:37:47.204457

    		0.0 ms

  





  

    		2026-03-06 09:37:47.780527

    		-0.1 ms

  





  

    		2026-03-06 10:37:48.105261

    		0.0 ms

  





  

    		2026-03-06 11:37:49.422308

    		0.1 ms

  





  

    		2026-03-06 12:37:50.097215

    		-0.1 ms

  





  

    		2026-03-06 13:37:51.043851

    		0.0 ms

  





  

    		2026-03-06 14:37:52.834809

    		0.0 ms

  





  

    		2026-03-06 15:37:52.98665

    		0.0 ms

  





  

    		2026-03-06 16:37:53.229981

    		0.1 ms

  





  

    		2026-03-06 17:37:54.793397

    		0.0 ms

  





  

    		2026-03-06 18:37:57.173965

    		0.0 ms

  





  

    		2026-03-06 19:37:59.296499

    		0.0 ms

  





  

    		2026-03-06 20:38:00.983861

    		0.0 ms

  





  

    		2026-03-06 21:38:02.645616

    		0.0 ms

  





  

    		2026-03-06 22:38:04.215915

    		0.0 ms

  





  

    		2026-03-06 23:38:05.518014

    		0.0 ms

  





  

    		2026-03-07 00:38:06.951864

    		0.1 ms

  





  

    		2026-03-07 01:38:08.282359

    		0.0 ms

  





  

    		2026-03-07 02:38:09.583418

    		0.0 ms

  





  

    		2026-03-07 03:38:10.691758

    		0.0 ms

  





  

    		2026-03-07 04:38:12.210864

    		0.0 ms

  





  

    		2026-03-07 05:38:13.264528

    		0.0 ms

  





  

    		2026-03-07 06:38:13.583486

    		0.0 ms

  





  

    		2026-03-07 07:38:16.175831

    		0.0 ms

  





  

    		2026-03-07 08:38:16.379274

    		0.0 ms

  





  

    		2026-03-07 09:38:16.959839

    		-0.1 ms

  





  

    		2026-03-07 10:38:17.183107

    		0.0 ms

  





  

    		2026-03-07 11:38:17.262423

    		-0.1 ms

  





  

    		2026-03-07 12:38:17.434436

    		-0.1 ms

  





  

    		2026-03-07 13:38:17.484506

    		-0.1 ms

  





  

    		2026-03-07 14:38:18.031156

    		0.0 ms

  





  

    		2026-03-07 15:38:18.051885

    		0.1 ms

  





  

    		2026-03-07 16:38:20.133041

    		-0.1 ms

  





  

    		2026-03-07 17:38:21.123402

    		0.0 ms

  





  

    		2026-03-07 18:38:22.269936

    		0.3 ms

  





  

    		2026-03-07 19:38:22.312059

    		0.0 ms

  





  

    		2026-03-07 20:38:24.406313

    		0.0 ms

  





  

    		2026-03-07 21:38:27.07541

    		-0.1 ms

  





  

    		2026-03-07 22:38:28.895276

    		0.0 ms

  





  

    		2026-03-07 23:38:30.337957

    		0.0 ms

  





  

    		2026-03-08 00:38:31.754312

    		0.0 ms

  





  

    		2026-03-08 01:38:33.226846

    		0.0 ms

  





  

    		2026-03-08 02:38:34.513981

    		0.0 ms

  





  

    		2026-03-08 03:38:35.881314

    		0.0 ms

  





  

    		2026-03-08 04:38:37.193632

    		0.0 ms

  





  

    		2026-03-08 05:38:38.434304

    		0.0 ms

  





  

    		2026-03-08 06:38:40.800101

    		-0.1 ms

  





  

    		2026-03-08 07:38:41.182424

    		-0.1 ms

  





  

    		2026-03-08 08:38:43.874482

    		0.0 ms

  





  

    		2026-03-08 09:38:44.383115

    		0.0 ms

  





  

    		2026-03-08 10:38:44.993119

    		0.1 ms

  





  

    		2026-03-08 11:38:45.964418

    		0.0 ms

  





  

    		2026-03-08 12:38:47.027298

    		-0.1 ms

  





  

    		2026-03-08 13:38:47.121819

    		-0.1 ms

  





  

    		2026-03-08 14:38:47.808795

    		0.0 ms

  





  

    		2026-03-08 15:38:47.865354

    		0.1 ms

  





  

    		2026-03-08 16:38:48.091822

    		0.0 ms

  





  

    		2026-03-08 17:38:50.080713

    		0.0 ms

  





  

    		2026-03-08 18:38:50.303362

    		0.0 ms

  





  

    		2026-03-08 19:38:51.869413

    		0.0 ms

  





  

    		2026-03-08 20:38:52.468772

    		0.0 ms

  





  

    		2026-03-08 21:38:54.591511

    		0.0 ms

  





  

    		2026-03-08 22:38:56.437225

    		0.0 ms

  





  

    		2026-03-08 23:38:58.414061

    		0.0 ms

  





  

    		2026-03-09 00:39:00.706907

    		-0.1 ms

  





  

    		2026-03-09 01:39:02.292001

    		0.0 ms

  





  

    		2026-03-09 02:39:03.798273

    		0.1 ms

  





  

    		2026-03-09 03:39:05.262261

    		0.0 ms

  





  

    		2026-03-09 04:39:06.883257

    		0.0 ms

  





  

    		2026-03-09 05:39:06.9199

    		0.0 ms

  





  

    		2026-03-09 06:39:08.181877

    		0.0 ms

  





  

    		2026-03-09 07:39:09.274106

    		0.0 ms

  





  

    		2026-03-09 08:39:10.316013

    		0.0 ms

  





  

    		2026-03-09 09:39:10.699597

    		0.0 ms

  





  

    		2026-03-09 10:39:10.809439

    		0.2 ms

  





  

    		2026-03-09 11:39:10.986439

    		0.1 ms

  





  

    		2026-03-09 12:39:11.021234

    		-0.1 ms

  





  

    		2026-03-09 13:39:11.92667

    		-0.2 ms

  





  

    		2026-03-09 14:39:12.415447

    		0.0 ms

  





  

    		2026-03-09 15:39:12.928265

    		0.0 ms

  





  

    		2026-03-09 16:39:13.61761

    		0.0 ms

  





  

    		2026-03-09 17:39:14.135581

    		0.0 ms

  





  

    		2026-03-09 18:39:14.383089

    		0.0 ms

  





  

    		2026-03-09 19:39:14.405932

    		0.1 ms

  





  

    		2026-03-09 20:39:15.747544

    		0.0 ms

  





  

    		2026-03-09 21:39:15.911251

    		0.1 ms

  





  

    		2026-03-09 22:39:16.85646

    		0.0 ms

  





  

    		2026-03-09 23:39:18.635964

    		0.0 ms

  





  

    		2026-03-10 00:39:19.988429

    		0.1 ms

  





  

    		2026-03-10 01:39:21.820598

    		0.3 ms

  





  

    		2026-03-10 02:39:23.153969

    		0.0 ms

  





  

    		2026-03-10 03:39:24.577027

    		-0.1 ms

  





  

    		2026-03-10 04:39:25.662177

    		0.0 ms

  





  

    		2026-03-10 05:39:25.713537

    		0.0 ms

  





  

    		2026-03-10 06:39:25.909528

    		0.0 ms

  





  

    		2026-03-10 07:39:26.316063

    		-0.2 ms

  





  

    		2026-03-10 08:39:26.654568

    		0.0 ms

  





  

    		2026-03-10 09:39:26.973997

    		0.0 ms

  





  

    		2026-03-10 10:39:28.535189

    		0.0 ms

  





  

    		2026-03-10 11:39:28.599351

    		0.0 ms

  





  

    		2026-03-10 12:39:28.862034

    		-0.2 ms

  





  

    		2026-03-10 13:39:29.496761

    		0.0 ms

  





  

    		2026-03-10 14:39:29.736678

    		0.0 ms

  





  

    		2026-03-10 15:39:30.352379

    		0.0 ms

  





  

    		2026-03-10 16:39:30.455884

    		0.3 ms

  





  

    		2026-03-10 17:39:31.171537

    		0.0 ms

  





  

    		2026-03-10 18:39:33.019949

    		0.0 ms

  





  

    		2026-03-10 19:39:35.157483

    		0.0 ms

  





  

    		2026-03-10 20:39:35.193082

    		0.1 ms

  





  

    		2026-03-10 21:39:37.454541

    		0.1 ms

  





  

    		2026-03-10 22:39:39.163909

    		0.0 ms

  





  

    		2026-03-10 23:39:40.843883

    		0.3 ms

  





  

    		2026-03-11 00:39:42.195415

    		0.1 ms

  





  

    		2026-03-11 01:39:43.472867

    		0.0 ms

  





  

    		2026-03-11 02:39:44.795287

    		0.0 ms

  





  

    		2026-03-11 03:39:46.327292

    		0.0 ms

  





  

    		2026-03-11 04:39:47.280614

    		0.0 ms

  





  

    		2026-03-11 05:39:48.221298

    		0.0 ms

  





  

    		2026-03-11 06:39:49.606533

    		-0.1 ms

  





  

    		2026-03-11 07:39:51.708129

    		0.1 ms

  





  

    		2026-03-11 08:39:52.08691

    		0.0 ms

  





  

    		2026-03-11 09:39:52.947275

    		0.0 ms

  





  

    		2026-03-11 10:39:53.187552

    		0.0 ms

  





  

    		2026-03-11 11:39:53.277842

    		-0.1 ms

  





  

    		2026-03-11 12:39:53.552807

    		0.0 ms

  





  

    		2026-03-11 13:39:53.624632

    		0.1 ms

  





  

    		2026-03-11 14:39:53.725808

    		0.0 ms

  





  

    		2026-03-11 15:39:53.938064

    		-0.1 ms

  





  

    		2026-03-11 16:39:54.720376

    		0.0 ms

  





  

    		2026-03-11 17:39:55.822262

    		-0.2 ms

  





  

    		2026-03-11 18:39:55.965019

    		0.0 ms

  





  

    		2026-03-11 19:39:58.156694

    		0.0 ms

  





  

    		2026-03-11 20:40:00.631339

    		-0.2 ms

  





  

    		2026-03-11 21:40:02.334084

    		0.0 ms

  





  

    		2026-03-11 22:40:03.875871

    		0.0 ms

  





  

    		2026-03-11 23:40:05.139289

    		0.1 ms

  





  

    		2026-03-12 00:40:06.340437

    		0.0 ms

  





  

    		2026-03-12 01:40:07.447423

    		0.0 ms

  





  

    		2026-03-12 02:40:08.82068

    		0.0 ms

  





  

    		2026-03-12 03:40:10.17859

    		-0.5 ms

  





  

    		2026-03-12 04:40:11.44899

    		0.0 ms

  





  

    		2026-03-12 05:40:12.90184

    		-0.1 ms

  





  

    		2026-03-12 06:40:14.50379

    		-0.1 ms

  





  

    		2026-03-12 07:40:14.583955

    		-0.1 ms

  





  

    		2026-03-12 08:40:16.57216

    		-0.1 ms

  





  

    		2026-03-12 09:40:16.888107

    		0.0 ms

  





  

    		2026-03-12 10:40:17.763736

    		0.0 ms

  





  

    		2026-03-12 11:40:18.399623

    		0.0 ms

  





  

    		2026-03-12 12:40:18.538492

    		0.0 ms

  





  

    		2026-03-12 13:40:18.570076

    		0.0 ms

  





  

    		2026-03-12 14:40:19.047685

    		0.0 ms

  





  

    		2026-03-12 15:40:20.29426

    		0.0 ms

  





  

    		2026-03-12 16:40:21.299356

    		0.0 ms

  





  

    		2026-03-12 17:40:21.68639

    		0.0 ms

  





  

    		2026-03-12 18:40:24.138858

    		0.0 ms

  





  

    		2026-03-12 19:40:26.429577

    		0.0 ms

  





  

    		2026-03-12 20:40:28.383727

    		0.1 ms

  





  

    		2026-03-12 21:40:30.812983

    		0.0 ms

  





  

    		2026-03-12 22:40:32.393556

    		0.0 ms

  





  

    		2026-03-12 23:40:33.692753

    		0.0 ms

  





  

    		2026-03-13 00:40:35.062726

    		0.0 ms

  





  

    		2026-03-13 01:40:36.460866

    		0.0 ms

  





  

    		2026-03-13 02:40:36.796192

    		0.0 ms

  





  

    		2026-03-13 03:40:38.273509

    		0.0 ms

  





  

    		2026-03-13 04:40:40.339571

    		0.0 ms

  





  

    		2026-03-13 05:40:42.065002

    		0.0 ms

  





  

    		2026-03-13 06:40:43.730721

    		0.0 ms

  





  

    		2026-03-13 07:40:43.814508

    		0.0 ms

  





  

    		2026-03-13 08:40:44.089052

    		0.0 ms

  





  

    		2026-03-13 09:40:44.500862

    		0.0 ms

  





  

    		2026-03-13 10:40:45.296266

    		0.0 ms

  





  

    		2026-03-13 11:40:45.331534

    		0.1 ms

  





  

    		2026-03-13 12:40:46.694076

    		0.0 ms

  





  

    		2026-03-13 13:40:46.778855

    		0.1 ms

  





  

    		2026-03-13 14:40:46.801976

    		0.0 ms

  





  

    		2026-03-13 15:40:46.874767

    		0.0 ms

  





  

    		2026-03-13 16:40:48.199687

    		0.0 ms

  





  

    		2026-03-13 17:40:50.297965

    		0.0 ms

  





  

    		2026-03-13 18:40:52.711145

    		0.0 ms

  





  

    		2026-03-13 19:40:54.937488

    		0.0 ms

  





  

    		2026-03-13 20:40:56.640932

    		0.0 ms

  





  

    		2026-03-13 21:40:58.616385

    		0.0 ms

  





  

    		2026-03-13 22:41:00.252495

    		0.0 ms

  





  

    		2026-03-13 23:41:01.975193

    		0.0 ms

  





  

    		2026-03-14 00:41:03.4089

    		0.0 ms

  





  

    		2026-03-14 01:41:04.90495

    		0.0 ms

  





  

    		2026-03-14 02:41:06.351325

    		0.0 ms

  





  

    		2026-03-14 03:41:07.930729

    		0.0 ms

  





  

    		2026-03-14 04:41:09.228314

    		0.0 ms

  





  

    		2026-03-14 05:41:09.373832

    		0.2 ms

  





  

    		2026-03-14 06:41:12.153713

    		-0.2 ms

  





  

    		2026-03-14 07:41:12.381108

    		-0.1 ms

  





  

    		2026-03-14 08:41:13.260258

    		0.0 ms

  





  

    		2026-03-14 09:41:13.644122

    		0.0 ms

  





  

    		2026-03-14 10:41:13.902171

    		0.0 ms

  





  

    		2026-03-14 11:41:14.344945

    		0.0 ms

  





  

    		2026-03-14 12:41:15.476297

    		0.0 ms

  





  

    		2026-03-14 13:41:15.610778

    		0.0 ms

  





  

    		2026-03-14 14:41:17.088137

    		0.0 ms

  





  

    		2026-03-14 15:41:17.6704

    		0.0 ms

  





  

    		2026-03-14 16:41:17.964476

    		0.0 ms

  





  

    		2026-03-14 17:41:20.264867

    		0.0 ms

  





  

    		2026-03-14 18:41:20.689978

    		0.0 ms

  





  

    		2026-03-14 19:41:20.768012

    		0.0 ms

  





  

    		2026-03-14 20:41:20.855451

    		0.0 ms

  





  

    		2026-03-14 21:41:22.331692

    		0.0 ms

  





  

    		2026-03-14 22:41:22.654155

    		0.0 ms

  





  

    		2026-03-14 23:41:23.05032

    		0.0 ms

  





  

    		2026-03-15 00:41:24.734265

    		0.0 ms

  





  

    		2026-03-15 01:41:26.234777

    		0.0 ms

  





  

    		2026-03-15 02:41:27.755211

    		0.0 ms

  





  

    		2026-03-15 03:41:29.338791

    		0.0 ms

  





  

    		2026-03-15 04:41:30.930395

    		0.0 ms

  





  

    		2026-03-15 05:41:32.302686

    		0.0 ms

  





  

    		2026-03-15 06:41:34.588456

    		0.0 ms

  





  

    		2026-03-15 07:41:36.330295

    		0.0 ms

  





  

    		2026-03-15 08:41:37.361053

    		0.0 ms

  





  

    		2026-03-15 09:41:37.6007

    		0.0 ms

  





  

    		2026-03-15 10:41:37.77103

    		0.2 ms

  





  

    		2026-03-15 11:41:37.994265

    		0.0 ms

  





  

    		2026-03-15 12:41:40.078102

    		0.0 ms

  





  

    		2026-03-15 13:41:40.68312

    		0.1 ms

  





  

    		2026-03-15 14:41:41.432986

    		0.0 ms

  





  

    		2026-03-15 15:41:41.606481

    		0.0 ms

  





  

    		2026-03-15 16:41:41.817737

    		0.0 ms

  





  

    		2026-03-15 17:41:43.03523

    		0.0 ms

  





  

    		2026-03-15 18:41:43.120027

    		0.0 ms

  





  

    		2026-03-15 19:41:43.479173

    		0.0 ms

  





  

    		2026-03-15 20:41:44.36457

    		0.0 ms

  





  

    		2026-03-15 21:41:46.285873

    		0.1 ms

  





  

    		2026-03-15 22:41:48.12982

    		0.0 ms

  





  

    		2026-03-15 23:41:49.503438

    		0.0 ms

  





  

    		2026-03-16 00:41:51.152717

    		0.0 ms

  





  

    		2026-03-16 01:41:52.395656

    		0.0 ms

  





  

    		2026-03-16 02:41:53.906285

    		0.0 ms

  





  

    		2026-03-16 03:41:55.195427

    		0.0 ms

  





  

    		2026-03-16 04:41:55.582062

    		0.0 ms

  





  

    		2026-03-16 05:41:57.406843

    		0.0 ms

  





  

    		2026-03-16 06:41:58.142775

    		0.0 ms

  





  

    		2026-03-16 07:41:59.711398

    		0.0 ms

  





  

    		2026-03-16 08:41:59.743363

    		-0.1 ms

  





  

    		2026-03-16 09:42:00.316004

    		0.0 ms

  





  

    		2026-03-16 10:42:00.58429

    		0.0 ms

  





  

    		2026-03-16 11:42:01.038081

    		0.0 ms

  





  

    		2026-03-16 12:42:01.070294

    		-0.1 ms

  





  

    		2026-03-16 13:42:01.490486

    		0.0 ms

  





  

    		2026-03-16 14:42:01.676622

    		-0.2 ms

  





  

    		2026-03-16 15:42:01.943644

    		0.2 ms

  





  

    		2026-03-16 16:42:03.064389

    		0.0 ms

  





  

    		2026-03-16 17:42:04.097464

    		0.0 ms

  





  

    		2026-03-16 18:42:05.491914

    		-0.1 ms

  





  

    		2026-03-16 19:42:05.762301

    		0.0 ms

  





  

    		2026-03-16 20:42:08.643511

    		0.0 ms

  





  

    		2026-03-16 21:42:10.672014

    		0.0 ms

  





  

    		2026-03-16 22:42:12.101451

    		0.1 ms

  





  

    		2026-03-16 23:42:13.296281

    		0.1 ms

  





  

    		2026-03-17 00:42:14.656858

    		0.0 ms

  





  

    		2026-03-17 01:42:16.039059

    		0.0 ms

  





  

    		2026-03-17 02:42:17.048139

    		0.0 ms

  





  

    		2026-03-17 03:42:18.290469

    		0.0 ms

  





  

    		2026-03-17 04:42:19.60494

    		0.0 ms

  





  

    		2026-03-17 05:42:20.955486

    		0.0 ms

  





  

    		2026-03-17 06:42:21.969761

    		0.2 ms

  





  

    		2026-03-17 07:42:22.481293

    		0.0 ms

  





  

    		2026-03-17 08:42:23.188221

    		0.0 ms

  





  

    		2026-03-17 09:42:23.515398

    		0.2 ms

  





  

    		2026-03-17 10:42:23.897336

    		0.1 ms

  





  

    		2026-03-17 11:42:24.380084

    		-0.2 ms

  





  

    		2026-03-17 12:42:24.425245

    		0.0 ms

  





  

    		2026-03-17 13:42:25.297085

    		0.2 ms

  





  

    		2026-03-17 14:42:25.669413

    		0.0 ms

  





  

    		2026-03-17 15:42:25.715489

    		0.1 ms

  





  

    		2026-03-17 16:42:27.986861

    		0.0 ms

  





  

    		2026-03-17 17:42:28.918585

    		0.1 ms

  





  

    		2026-03-17 18:42:29.275222

    		0.0 ms

  





  

    		2026-03-17 19:42:29.468386

    		0.0 ms

  





  

    		2026-03-17 20:42:29.535029

    		0.0 ms

  





  

    		2026-03-17 21:42:29.590155

    		0.0 ms

  





  

    		2026-03-17 22:42:29.907555

    		0.0 ms

  





  

    		2026-03-17 23:42:31.094293

    		0.1 ms

  





  

    		2026-03-18 00:42:32.748307

    		0.0 ms

  





  

    		2026-03-18 01:42:34.156761

    		0.0 ms

  





  

    		2026-03-18 02:42:35.793237

    		-0.1 ms

  





  

    		2026-03-18 03:42:37.163287

    		0.0 ms

  





  

    		2026-03-18 04:42:38.735144

    		0.0 ms

  





  

    		2026-03-18 05:42:40.163568

    		0.0 ms

  





  

    		2026-03-18 06:42:42.175108

    		0.0 ms

  





  

    		2026-03-18 07:42:42.278656

    		0.0 ms

  





  

    		2026-03-18 08:42:42.958027

    		0.0 ms

  





  

    		2026-03-18 09:42:43.082725

    		0.0 ms

  





  

    		2026-03-18 10:42:43.742783

    		0.0 ms

  





  

    		2026-03-18 11:42:44.286825

    		0.0 ms

  





  

    		2026-03-18 12:42:44.58984

    		0.0 ms

  





  

    		2026-03-18 13:42:45.20446

    		0.0 ms

  





  

    		2026-03-18 14:42:45.219312

    		-0.3 ms

  





  

    		2026-03-18 15:42:45.908292

    		-0.1 ms

  





  

    		2026-03-18 16:42:46.601551

    		0.0 ms

  





  

    		2026-03-18 17:42:47.365611

    		0.0 ms

  





  

    		2026-03-18 18:42:48.228744

    		0.0 ms

  





  

    		2026-03-18 19:42:50.301937

    		0.0 ms

  





  

    		2026-03-18 20:42:50.310814

    		0.0 ms

  





  

    		2026-03-18 21:42:51.563059

    		0.1 ms

  





  

    		2026-03-18 22:42:52.032495

    		0.0 ms

  





  

    		2026-03-18 23:42:53.631614

    		0.0 ms

  





  

    		2026-03-19 00:42:55.252501

    		0.0 ms

  





  

    		2026-03-19 01:42:56.533486

    		0.0 ms

  





  

    		2026-03-19 02:42:57.760842

    		0.0 ms

  





  

    		2026-03-19 03:42:59.098742

    		0.0 ms

  





  

    		2026-03-19 04:43:00.53882

    		0.0 ms

  





  

    		2026-03-19 05:43:01.904614

    		0.0 ms

  





  

    		2026-03-19 06:43:02.22216

    		0.0 ms

  





  

    		2026-03-19 07:43:02.482081

    		0.0 ms

  





  

    		2026-03-19 08:43:03.570673

    		0.0 ms

  





  

    		2026-03-19 09:43:03.643066

    		0.0 ms

  





  

    		2026-03-19 10:43:04.299135

    		0.0 ms

  





  

    		2026-03-19 11:43:04.717697

    		0.0 ms

  





  

    		2026-03-19 12:43:04.739077

    		0.0 ms

  





  

    		2026-03-19 13:43:05.191507

    		0.0 ms

  





  

    		2026-03-19 14:43:06.00225

    		0.0 ms

  





  

    		2026-03-19 15:43:06.36976

    		0.0 ms

  





  

    		2026-03-19 16:43:06.799833

    		0.0 ms

  





  

    		2026-03-19 17:43:07.888529

    		0.0 ms

  





  

    		2026-03-19 18:43:08.618922

    		0.0 ms

  





  

    		2026-03-19 19:43:10.49293

    		0.0 ms

  





  

    		2026-03-19 20:43:12.33892

    		0.0 ms

  





  

    		2026-03-19 21:43:13.837717

    		0.0 ms

  





  

    		2026-03-19 22:43:14.248204

    		0.0 ms

  





  

    		2026-03-19 23:43:15.845144

    		0.0 ms

  





  

    		2026-03-20 00:43:16.304979

    		0.0 ms

  





  

    		2026-03-20 01:43:17.892338

    		0.0 ms

  





  

    		2026-03-20 02:43:19.256794

    		0.0 ms

  





  

    		2026-03-20 03:43:19.408614

    		-0.1 ms

  





  

    		2026-03-20 04:43:19.711395

    		0.0 ms

  





  

    		2026-03-20 05:43:21.0786

    		0.0 ms

  





  

    		2026-03-20 06:43:21.676551

    		0.0 ms

  





  

    		2026-03-20 07:43:21.870765

    		0.1 ms

  





  

    		2026-03-20 08:43:22.483872

    		0.1 ms

  





  

    		2026-03-20 09:43:22.773701

    		0.0 ms

  





  

    		2026-03-20 10:43:22.79517

    		0.0 ms

  





  

    		2026-03-20 11:43:22.943972

    		0.0 ms

  





  

    		2026-03-20 12:43:23.723399

    		-0.2 ms

  





  

    		2026-03-20 13:43:23.813182

    		0.0 ms

  





  

    		2026-03-20 14:43:24.454325

    		-0.1 ms

  





  

    		2026-03-20 15:43:24.83392

    		0.0 ms

  





  

    		2026-03-20 16:43:26.824114

    		0.0 ms

  





  

    		2026-03-20 17:43:28.234816

    		-0.1 ms

  





  

    		2026-03-20 18:43:28.768806

    		0.1 ms

  





  

    		2026-03-20 19:43:30.293791

    		0.0 ms

  





  

    		2026-03-20 20:43:30.396539

    		0.0 ms

  





  

    		2026-03-20 21:43:31.820068

    		0.0 ms

  





  

    		2026-03-20 22:43:33.434464

    		0.0 ms

  





  

    		2026-03-20 23:43:34.936515

    		0.0 ms

  





  

    		2026-03-21 00:43:36.723415

    		0.0 ms

  





  

    		2026-03-21 01:43:38.539423

    		0.1 ms

  





  

    		2026-03-21 02:43:40.09345

    		0.0 ms

  





  

    		2026-03-21 03:43:40.168881

    		0.0 ms

  





  

    		2026-03-21 04:43:41.050096

    		0.0 ms

  





  

    		2026-03-21 05:43:42.351133

    		0.0 ms

  





  

    		2026-03-21 06:43:42.811227

    		0.0 ms

  





  

    		2026-03-21 07:43:43.57977

    		0.0 ms

  





  

    		2026-03-21 08:43:44.407348

    		0.0 ms

  





  

    		2026-03-21 09:43:44.711147

    		-0.1 ms

  





  

    		2026-03-21 10:43:45.026902

    		0.0 ms

  





  

    		2026-03-21 11:43:47.294464

    		-0.2 ms

  





  

    		2026-03-21 12:43:47.478953

    		0.0 ms

  





  

    		2026-03-21 13:43:49.359046

    		0.0 ms

  





  

    		2026-03-21 14:43:50.096014

    		0.0 ms

  





  

    		2026-03-21 15:43:50.560946

    		0.0 ms

  





  

    		2026-03-21 16:43:52.37488

    		-0.1 ms

  





  

    		2026-03-21 17:43:52.988839

    		0.2 ms

  





  

    		2026-03-21 18:43:53.702496

    		-0.3 ms

  





  

    		2026-03-21 19:43:54.183035

    		0.0 ms

  





  

    		2026-03-21 20:43:54.681604

    		0.0 ms

  





  

    		2026-03-21 21:43:57.039738

    		0.0 ms

  





  

    		2026-03-21 22:43:59.296619

    		0.1 ms

  





  

    		2026-03-21 23:44:01.358004

    		0.0 ms

  





  

    		2026-03-22 00:44:03.249455

    		0.0 ms

  





  

    		2026-03-22 01:44:05.204675

    		0.0 ms

  





  

    		2026-03-22 02:44:07.16941

    		0.0 ms

  





  

    		2026-03-22 03:44:07.247304

    		0.1 ms

  





  

    		2026-03-22 04:44:08.058205

    		0.0 ms

  





  

    		2026-03-22 05:44:09.440208

    		0.0 ms

  





  

    		2026-03-22 06:44:09.987574

    		0.0 ms

  





  

    		2026-03-22 07:44:12.419351

    		0.0 ms

  





  

    		2026-03-22 08:44:12.829222

    		0.0 ms

  





  

    		2026-03-22 09:44:13.03818

    		0.0 ms

  





  

    		2026-03-22 10:44:13.259904

    		-0.1 ms

  





  

    		2026-03-22 11:44:13.429575

    		-0.2 ms

  





  

    		2026-03-22 12:44:13.537005

    		0.0 ms

  





  

    		2026-03-22 13:44:15.024159

    		0.0 ms

  





  

    		2026-03-22 14:44:15.211114

    		0.0 ms

  





  

    		2026-03-22 15:44:15.801659

    		0.0 ms

  





  

    		2026-03-22 16:44:16.176602

    		0.0 ms

  





  

    		2026-03-22 17:44:16.381774

    		0.0 ms

  





  

    		2026-03-22 18:44:16.877083

    		0.0 ms

  





  

    		2026-03-22 19:44:17.069486

    		0.0 ms

  





  

    		2026-03-22 20:44:18.296963

    		0.1 ms

  





  

    		2026-03-22 21:44:19.420451

    		0.0 ms

  





  

    		2026-03-22 22:44:20.091377

    		0.0 ms

  





  

    		2026-03-22 23:44:20.991093

    		0.1 ms

  





  

    		2026-03-23 00:44:21.106149

    		0.0 ms

  





  

    		2026-03-23 01:44:22.241609

    		-0.1 ms

  





  

    		2026-03-23 02:44:24.508451

    		0.0 ms

  





  

    		2026-03-23 03:44:26.250348

    		0.0 ms

  





  

    		2026-03-23 04:44:28.191553

    		0.0 ms

  





  

    		2026-03-23 05:44:28.221694

    		0.1 ms

  





  

    		2026-03-23 06:44:28.302853

    		0.0 ms

  





  

    		2026-03-23 07:44:28.536937

    		-0.1 ms

  





  

    		2026-03-23 08:44:29.101791

    		0.0 ms

  





  

    		2026-03-23 09:44:29.238149

    		0.0 ms

  





  

    		2026-03-23 10:44:29.692208

    		-0.1 ms

  





  

    		2026-03-23 11:44:30.310707

    		-0.1 ms

  





  

    		2026-03-23 12:44:31.406506

    		0.1 ms

  





  

    		2026-03-23 13:44:31.54233

    		-0.1 ms

  





  

    		2026-03-23 14:44:31.618599

    		-0.2 ms

  





  

    		2026-03-23 15:44:32.010878

    		0.0 ms

  





  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-03-24 15:19:12.7 UTC

    		90.229.166.21

    		Charlotta Sangregorio (CS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-24 15:19:31.288 UTC

    		90.229.166.21

    		Charlotta Sangregorio (CS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-24 18:33:18.71 UTC

    		217.210.243.191

    		Eva Anderling (EA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-24 18:33:26.564 UTC

    		217.210.243.191

    		Eva Anderling (EA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



